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|. Introduction

Maritime Terrorism has become a buzzword amongrggcexperts over the past
seven years. Incidents such as the attackdSfB ColgOctober 2000) antMV Limburg
(October 2002) demonstrated in the most graphicduiling way the vulnerability of
maritime transportation infrastructures, of bothitaxiy and merchant shipping.

Historically, the world’s oceans have not been gomaenue for terrorist activity.
According to the RAND Corporation’s terrorism dadab, maritime terrorist attacks have
accounted for only two percent of all incidentsceil969 This number is relatively
small due to the fact that security forces have toadeal with traditional terror groups
such as the vestiges of political terrorism andassst-irredentist terrorist groupsAll
these groups are characterized by their hierarcipgaamidal structure and centralized
command system. Almost all groups have a regiondbaal operational agenda using
terrorism to target specific people or places, Wlas a result reduce the damage to small
numbers or individual casualties.

The sophistication, expense, and training to catymaritime terrorism necessitate
considerable overhead. It requires terrorist o@ions to acquire appropriate vessels,
mariner skills and, specialist weapons / explosieabilities’ Many terrorist groups are
either not located near coastal regions or do nesgss the necessary means to carry out
maritime attacks. Limited by scarce financial apetr@ational resources, most traditional
terrorist organizations have decided not to veninte the maritime arena as the ends do
not justify their means. Therefore, following mgseagmatic methods, many terrorist
groups have preferred to stay with proven succks$afd based terrorism, especially
when selected land targets are not too difficulittack.

Among the most experienced traditional terrorisbugs that possess maritime
capabilities are the Middle Eastern Palestinian etation Organization (PLO),
Palestinian Liberation Front (PLF), Hamas, Palestinislamic Jihad (P1J) and the
Lebanese Hezbollah. All the above mentioned test@ioups have a mutual enemy in
the democratic State of Israel.

Having witnessed the first ever recorded attempntittrate Israel by sea on April
14, 1953, Israel has accumulated a vast amount of experiemcombating maritime
terrorism. Over the past decades, according ton&rsésraeli navy officer, Israel has
detected more then 80 maritime terror pfotdthile most attacks have been foiled,
terrorist operatives have learned to adapt tordpgdly changing environment. Incidents
- such as the attack dNS Hanit(July 14, 2006) - show that groups such as Heaboll

! Rand Databases http://www.rand.org/ise/projectsiismdatabase

2 Akiva Lorenz, “The European Union's Response to Terrorism”, hitpav.ict.org.il/apage/5176.php

® This is due to the fact that many regular weag@n®losives do not operate efficiency in the hash
maritime environments, eg. Salt water etc.

* Ministry of Foreign Affair, http://www.mfa.gov.iMFA/Terrorism-
200bstacle%20to%20Peace/Palestinian%20terror% 2@3%6RD2000/Which%20Came%20First-
%20Terrorism%200r%200ccupation%20-%20Major

° CNN Transcripts, July 28, 2006, http://transcrigng.com/TRANSCRIPTS/0607/28/sitroom.02.html
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have stayed at least one step ahead of the seser¥ices. Furthermore, as the global
jihad movement is closing in on Israel and is edgrered in maritime terrorism due to its
Yemen operations, the danger has increased.

From this perspective, the question needs to lsedaivhether and how Israel has
succeeded in diverting major maritime disasterser&fore, this essay will analyze
Palestinian and Al Qaeda’s maritime capabilitiesuking on the 1970s and from 2000 to
2006. Their past operations will be reviewed, nevalopments will be discussed, and
projections will be given in order to help secussrvices ensure a safer tomorrow.

Il. Definition of Maritime Terrorism

The Council for Security Cooperation in the AsiaiRa (CSCAP) Working Group
has offered an extensive definition for maritimedasm:

"...the undertaking of terrorist acts and activitiesthim the maritime
environment, using or against vessels or fixedfqlats at sea or in port, or
against any one of their passengers or persongeinst coastal facilities or
settlements, including tourist resorts, port agas port towns or cities.”

This definition, however, does not define whatdaem is and whether it would only
include maritime attacks against civilian (merchameéssels or also attacks against
military crafts. | define maritime terrorism, théee, as the use or threat of violence
against a ship (civilian as well as military), f@ssengers, sailors, cargo or a port facility
with a solely political purpose. The definition cha expanded to include the use of the
maritime transportation system to smuggle terrsrigt terrorist materials into the
targeted country.

Maritime terrorism is motivated by political goabeyond the immediate act of
attacking a maritime target. Piracy, in contradigtibn, according to article 101 of the
1982 United Nations Convention on the Law of tha 8NCLOS) is defined &s

(@ “any illegal acts of violence or detention, any act of depredation,
committed for private ends by thewe or the passengers of a private ship
or a private aircraft, and directed
(i) on the high s€asgainst another ship or aircraft, or againstq@eor

property on board such sirigircraft;
(i) against a ship, aircraft, p@rs or property in a place outside the
jurisdiction of any State;

(b) any act of voluntary participation iretbperation of a ship or of an aircraft

with  knowledge of facts making it airgbe ship or aircraft;

® United Nations Convention on the Law of the Sea
at: http://www.un.org/Depts/los/convention_agneats/texts/unclos/closindx.htm
" High Seas describes waters outside the commomdtical mile territorial (State) zone
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(c) any act inciting or of intentionally féitating an act described in sub-
paragraph (a) or (b).”

Given these definitions, the grey area are casdgdafp-for-ransom incidents,
such as the May 2001 abduction of three Americtimecis and 17 Filipinos at the
Dos Palmas resort on Palawan by Abu Sayyaf Gro®G)Aan Al Qaeda affiliafe
Motivated by the need to finance their politicainaj ASG repeatedly perpetrated
such acts of piracy. Their actions are an example blurring of the distinction
between terrorism and piracy. In the Israeli areowever, we have not seen this
phenomenon.

I1l. Israel, a Maritime Nation

Israel stands at the crossroads of Europe, AsiaAdnida. To the north, Israel is
bordered by Lebanon and Syria, to the east by dadd to the south by the Red Sea and
Egypt. Its western border is the Mediterranean $ael's combined coastline is 206
km.,> which puts it in close proximity to hostile neighb, and to bases that serve as
launch sites for terrorists or weapons smugglifge majority of Israel’s population live
in cities close to the shoreline, making them arntimg target for attacks from the sea.
The northern city of Nahariya (population of 50,p8Jonly 9 km. south of the Lebanese
border, where Hezbollah has built its maritime lsa3® the south, Ashkelon (population
106,600% is just 15 km. north of Gaza, a stronghold ofesal terrorist organizations
and nowadays ruled by Hamas. Eilat (population @®.Qhe third largest harbor and
gateway to Asia, is 8.5 km. north of Egypt and k@ west of Jordan. Israel’'s major port
and naval base at Ashdod (population 204,000) ikr@5north of Gaza. Fast inflatable
boats or scooters can cover such distances in esnugiving Israel's security
organizations, particularly the Israeli navy, omhynutes to identify, evaluate and - if
necessary - engage the threat.

Besides the threat of a direct attack by terronsieig maritime means to attack its
citizens, Israel is a state which depends on opaterways for its economic well-being.
In 2006, Israel's three major commercial ports, felaAshdod and Eilat handled 37.7
million tons of cargd’ and 260,000 passengéfsAccording to the Israel Ports
Development & Assets Company Ltd, Israel's seaptmsefore handle 98% of the
country's import and export cargoédvioreover, Dr Sheinilf stated that 93 percent of

8 |CT Profile of ASG at http://fighel.com/organizatis/org_frame.cfm?orgid=3

° Ministry of Foreign Affairs, Israel
http://www.israel-mfa.gov.il/MFA/MFAArchive/2000 @19/2007/ISRAEL%20at%2059-
%20A%20Statistical%20Glimpse

10°CBS, Israel in Figures, 2006 at http://www.cbs.dfpublications/isr_in_n06e.pdf

1 Ministry Of Transport, Israel, “Traffic Cargo israeli Ports”,
http://www.mot.gov.il/wps/pdf/[SHIPPING/TotalCargdZDpdf

12 Ministry Of Transport, Israel, “Passengers in éirRorts”,
http://www.mot.gov.il/wps/pdf/SHIPPING/Passengeiffic2 007 .pdf

Bsrael Ports Development & Assets Company Ltdp:Httww.israports.org.il/about/about.asp
14 Dr Sheinin, “The sources are Linear Economics N&Sdepdated 2006
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all security related goods are transported by nasrckhips. For many of these essential
goods, the maritime transport system is the onfynemical way for transport due to
dimensional and weight restrictions. Israel’'s maade partners are the European Union
(especially Belgium, Germany, and UK), Asia and tNokmerica®® In order to reach
these trading partners, merchant ships have tergithss the Straits of Gibraltar, or the
Suez Canal, Straits of Tiran, Bab el Mandeb andMhécca Straits. These straits are
often called the arteries of regional and globati¢:. However, due to the geography of
these narrow and shallow waterways, these arteaesbe described as chokepoints.
Located in geographical areas where local terrgnstps with ties to Al Qaeda possess
maritime capabilities® The closure of one or two of these straits, fatdnce through
sinking a VLCC tanker (Very Large Crude Carrier) @il tanker’, would not only
partially cut Israel off from the world market, baiso increase the overall shipping costs
through the increase of insurance fees worldwidktha re-routing of the ships to longer
shipping routes for which Israel’'s consumers wadtinately have to bear the increased
costs of all imported goods.

IV. Maritime terror attacks since the 197048

Having successfully prevented the first attempinfdtrate Israel by sea on Apr 14,
1953°, historically, Israel’s main experience with mii¢ terrorism came in the 1970
For the first time Palestinian terror organizati@asned experience with and developed
maritime terrorism tactics that are still relevdntay. Three out of the four major
terrorist attack® in Israel in the 1970were maritime infiltration attacks. Moreover,
Israel, as a maritime nation, developed in the 1@F@t today is one of the best coastal
defenses worldwid&: In the historical overview, the author will alsadily go over the
relatively calm periods of the 1980s -90s.

A. 1970" — Developing of Maritime Capabilities by the Paleinian terrorist
Organizations and the Use of Direct Infiltration Attacks.

Following the events of Black September (1970)e8tatians were expelled by King
Hussein from Jordan to Lebanon. Taking advantage afeak Lebanese state, the

15 CBS, Trade Countries -Imports and Exports 200;/vww.cbs.gov.il/fr_trade/td1.htm

16 Akiva Lorenz, “Al Qaeda’s Maritime Threat”, httpwAvw.ict.org.il/apage/11847.php

7 Militants from the Popular Front for the Liberatiof Palestine (PFLP) carried out an assault on the
Liberian-registered oil tanker Coral Sea in theafbtof Bab el Mandeb on June 4, 1971. Terroristsaon
speedboat fired 10 RPG shells at the tanker, cgussime damage. The attack was intended to detiezrsan
from using the Israeli port of Eilat. MIPT at httfaeww.tkb.org/Incident.jsp?inclD=704

18 Based on interviews by the author with formeaé$irNavy Commanders, December 2006

19 Ministry of Foreign Affair,
http://www.mfa.gov.il/MFA/Terrorism-200bstacle%20t@0Peace/Palestinian%20terror%20before%
202000/Which%20Came%20First-%20Terrorism%200r%20Paton%20-%20Major

20 Maalot (May 1974), Savoy (March 1975), Coastal dR@darch 1978) and Haran (April 1979)

%1 Based on interviews by the author with Oded YoBfEQO of an Israeli maritime security firm, December
2006
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Palestinians established their power centers inSttveth and along the Mediterranean
coast. Utilizing the geographical location, Pal@sth groups such as the Palestinian
Liberation Organization (PLO), started to developritime capabilities alongside land
based techniques. Realizing the possibilities tafctng not only Israel's seaside towns
but also Israel’s main cities such as Tel Aviv, dnel moral significance associated with
such an attack to Israel's general population, ptechthe PLO to increase its training to
develop naval expertise and gain special knowlesigd as diving. Training therefore
was mainly conducted in Lebanon and Syria but @istibya, Egypt and Algerid
However, as the Israeli northern border defensgsidi pose a serious problem for these
organizations in crossing into Israel and perpietgaterrorist attacks in the early 1970
the option of penetrating Israel from the sea waisyet seen as imperative. Therefore,
the terrorist groups focused their maritime adggton smuggling weapons from Syria
and Cyprus to supply their camps in Lebanon anth ftebanon to Gaza, while only
conducting smaller operations to test Israel's sasp®?

With the increase of Israeli navy activities in thebanese arena during 1971, PLO
and other Palestinian terrorist organizations fedusn collecting intelligence on lIsraeli
ship movements and harbor visits in European cdied Cyprus, in order to conduct
maritime terrorist operations using mines placed dwyers; and developing other
maritime capabilities, including remote controlledats and divers brought by a mother
ship, in order to attack Israeli ships, especitdiykers, in Israeli harbors. The Popular
Front for the Liberation of Palestine (PFLP) unBer George Habash, stated that Israel,
as an abandoned island, surrounded by enemiegntarstay in contact with friendly
states by air or sea transportation ... “hence wetnblsck these lines* Their
developed expertise led to the sinking of the Grdedeter ship Sanya on March 4, 1973
in the Beirut harbof?> Carrying 250 U.S. tourists bound for Haifa, Israehppeared that
an attached mine detonated prematurely, as FathBlaok September later claimed that
the mine was designed to explode in Haifa. Follgaime Yom Kippur War (1973), the
PLO intensified their cross border terrorist rardardering the victims or taking them
hostage, in order to use them as bargaining chiypinst the Israeli governmefit. In
light of this escalation, the IDF not only carriedt cross border raids to destroy terrorist
infrastructure, but also increased the effectiveradsts defensive measures by improving
the border fence and increasing its patrols. Priefgthe use of media effective hostage-
taking, the Palestinian organizations had to adlagt terror tactics and therefore shift
towards the use of their maritime capabilitiesridltrate Israel.

22 MFA, Statement in the Knesset by Defence MiniSteres,
http://www.mfa.gov.il/MFA/Foreign%20Relations/Ista®20Foreign%20Relations%20since%201947/19
74-1977/68%20Statement%20in%20the%20Knesset%20bpesaace%20Minister%20Pe

2 Dr. Shaul Shai. The Confrontation with the Teirothe Gaza Strip 1971; and Israeli navy captures
October 1971 a boat with four terrorists while @seaped.

24 George Habash, Life interview at June 12, 1970

% |slamic Terrorism Timeline 1973,
http://lwww.prophetofdoom.net/Islamic_Terrorism_Tlme_1973.Islam

26 Eor instance on April 11, 1974 three terrorist friima PLFP-GC infiltrated Israel from Lebanon.
Storming an apartment in Kiryat Shmona they kil&dpeople and wounded 16. The terrorists who died
during a gun battle with Israeli troops left a coomigués demanded that Israel release 100 prisoners
including Kozo Okamoto.
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On June 24, 1974, the first of such attacks wapqteated by three terrorists in
Naharia. Having set sail from Lebanon, the teandddnon the Naharia beach, seizing
several hostages in a nearby apartment buildinfpr8éeing killed in a gun battle with
Israeli security forces, the terrorist succeedetliling four and wounded eight mofé.
As an immediate response, the Israeli securitye®@nd especially the navy, increased
their security measures on the northern borderdegnt further infiltration, by setting up
not only a radar station and lookouts at Rosh Hanibut also introducing security zones
in which no civilian shipping and swimming was &led. Moreover, Israel's navy
increased the number of patrol boats stationed tiheanorthern border to three. These
security measures successfully prevented most efattempts to cross directly from
Lebanon into Israéf The last successful attack (attempts still octal made use of
this tactic, was the murder of the Haran FamilyNetharia on the night of April 22, 23,
1979. Four terrorists from Abu Abbas’s Palestinkeration Front (PLF), landed on the
beach in a rubber boat killing a policeman andcittey an apartment building. Capturing
a father and his four-year-old daughter, the testekilled both when the police arrived.
Attempting to conceal her second daughter fromténeorists, the mother accidentally
smothered her. Abu Abbas later stated that thelattas a protest against the Egyptian-
Israeli peace treaty.

B. 1970" — The use of Mother Ships by Palestinian TerrorisGroups

Following the implementation of tougher security asares on Israel’'s northern
border, the Palestinian terrorist organization geahtheir tactics in order to circumvent
these measures. The terrorist organizations restota tactic already conceived in 1972
— the use of mother ships. The idea was to circaintiee heavily defended northern
border and launch smaller attack dinghies from dheroship outside Israeli territory.
Once launched, these fast dinghies would travdl ieatsrael’s blind spot, in order to
land “out of nowhere”, at Israel 's major metrofzodi cities.

The first such attack occurred on March 5, F8vhen eight terrorists landed on the
Tel Aviv beach and attacked the Savoy hotel. Baditg themselves together with
thirteen hostages, the terrorists threatened thia¢ ilsraelis did not release 20 Palestinian
prisoners within four hours, the hostages wouldkitled. In the morning, the Israel
commando unit Sayeret Matkal stormed the hotdingilseven terrorists and capturing
one. Five hostages were freed and eight were killbédee soldiers were also killed. A
few hours later, the mother ship which had transabthe terrorists, was captured by the

2" |slamic Terrorism Timeline 1974,
http://www.prophetofdoom.net/Islamic_Terrorism_Tiine_1974.Islam

28 |n the night of the October 24 to 25, 1974, twodsst tried to penetrate the border swimming from
Lebanon etc.

29 Aaron Mannes, “A Life of Terror — Abu Abbas diestarch 10, 2004 at
http://www.nationalreview.com/comment/mannes20040309.asp

30 MFA, Statement in the Knesset by Defence Minis&neB on the Savoy Hotel attack- 11 March 1975,
http://www.mfa.gov.il/MFA/Foreign%20Relations/Ista®#20Foreign%20Relations%20since%201947/19
74-1977/68%20Statement%20in%20the%20Knesset%20bpesaace%20Minister%20Pe
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Israeli navy on its way to Cyprus. The timing oé tterrorist attack was clearly aimed to
coincide with the visit of the U.S. Secretary oht8{ Dr. Kissinger, who intended to
promote a political settlement between Egypt amdels Panic-stricken, the PLO hoped
that by carrying out a terrorist attack they woshbotage Dr. Kissinger's missidh.
Moreover, the attack was designed to kill Jews and-Jews, in order to enhance
Arafat's prestige in the eyes of his supporters eoalition partners? Established after
the Yom Kippur war, the Fatah naval arm was linkagukrationally to its special
reconnaissance and intelligence unit, lead by thedhof Fatah’s military wing, Abu
Jihad. Fatah’s naval arm underwent basic trainimgdyding diving instruction, in Egypt,
Libya, Algeria and Syria. In mid-January, 1975, gneup which was comprised of Hader
Muhammed, Musa Juma El-Tallka, Muhammed El Mastih&mmed Mashala, Ahmed
Hamid, Ziad Talk El Zrir, Musa Awad and Abu El Lebmmenced training as a team at
the Fatah training base at Duma. At the end ohtbath, the group was transferred to a
training base of the naval arm in Latakiye, betoeeng transferred in February to a Fatah
base in southern Lebanon. Here the group receired instructions in the art of
bargaining for human live§.The group also received instructions on how todoohthe
mission. According to the original plan, the growps to split up and operate as two
separate units, barricading themselves togethér tivé hostages. They would threaten to
blow themselves up if their demands were not feffil Furthermore, the group was given
prepared propaganda that would further their ainpreventing a peaceful settlement
between Egypt and Israel, by making claims whichuldoincriminate Egypt, thus
drawing Israel into a reprisal that would make Bissinger's efforts worthless (if
caught) or, if the mission was successful, the gneould claim that it was a Fatah cell
from the Israeli-held territories; thereby increwmsiArafat’s prestige in these areas. In
both cases the propaganda was to conceal the emeht of both Lebanon and Syftfa.
Reality, however, proved otherwise; not only was tiperational execution of the plan
insufficient, as the group stayed together, butpttepaganda stories were discovered and
the crew of the mother ship was taken prisoner.|&\iie defense establishment swore
that any terrorist penetrating Israel “should plag full price for this savage and crazy
method™®, the general Israeli population was struck witkiety, as the feeling prevailed
that there was no place within Israel that wouldsafe from terrorist attacks. Moreover,
the immediate result of the Savoy attack was tkeatel's hotel industry had many
cancellations of bookings made by foreign guest$ @elegations such as the Vienna
Burgtheater, which canceled its show which wasate tplace in Israel on March 13,
1975.

The Israel Defense Forces' (IDF) response to tieysattack was to increase naval
activities, including the use of missile boats golsrael's Mediterranean and the
Lebanese coasts. Moreover, the IDF used aircraftsefirch the Mediterranean for
suspicious ships and established coastal obsenvptmts, artillery batteries and used
reconnaissance units to patrol the beaches in tod@event further infiltrations from the
west. While these security measures prevented stt@epts by the Palestinian groups

31 bid
32 |bid
33 |bid
34 bid
3% Minister of Defense Peres, Interview with Haardélarch 7, 1975
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to copy the Savoy operation and led to the surneofla speed boat team at the Tel Aviv
Marina (September 1976) and the capture of mothgrsssuch as the Ginan (March
1979) and Stephanie (March 1979), it did not préwee of the major terrorist attacks in
the history of the State of Israel.

The Coastal Road attack on March 11, 1978 killedtal of 37 Israelis and injured
more then 70. Orchestrated by Abu Jihad (Fatahjeém terrorists set sail on March 8,
1978 from Tyre, Lebanon on board a mother ship. glha was for the terrorists to land
in two dinghies on the shores of Tel Aviv, takingstages in order to free five
imprisoned terrorists. However, as the captainhef tnother ship was afraid of being
caught by the Israeli navy approaching Israel, earthe terrorists disembark onto their
smaller dinghies further away from the shore thiammed. The Captain of the mother
ship exploited the navigational ignorance of threorgst group, in order to secure his own
safety® Furthermore, the stormy sea on that day complictite navigation and caused
the death of two of the terrorists. Eventually, vele terrorists, led by Dalal al-
Maghrabi®’ landed on the Maagan Michael beach, killing siogle whom they
encountered on the way. After stopping two busek lerding the passengers together
into one bus carrying over 70 hostages, most ohtivemen and children, the terrorists
headed south towards Tel Aviv, firing at passingstaDetermined to prevent the bus
from entering Tel Aviv, the police blocked the rgadt north of the city and succeeded
in halting the vehicle. In the resulting gun batikgween the police and terrorists the bus
caught fire due to a terrorist grenade. Nine téstorinvolved in the attack were killed
and two captured. As the Israeli security forcesrht know the fate of all the terrorists,
for the first time since 1968, they imposed a anrfeover the population area between
northern Tel Aviv and Nethanya, while thousandstrobps and police searched for
terrorists thought to be still at large. The curferas called off the following evening,
when it became clear that none had escaped.

Following the Coastal Road attack, Israel launchedde scope of military actions,
in order to prevent Palestinian terrorism from Letra'® On March 14, 1978, Israel
launched Operation Litani. During the seven dagmdive, the IDF first captured a belt
of land approximately 10 kilometers deep with th@ af pushing Palestinian militant
groups, particularly the PLO, away from the bord#éh Israel. The operation was later
expanded in order to occupy all the territory, vitte exception of Tyre, up to the Litani
River. However, despite the superiority of the 1&#d the high casualties on both sides,
the operation did not destroy the Palestinian temérastructure in Lebanon. Israel’s

3% Based on interviews by the author with formerééirilavy Commanders, December 2006

37 Arafat praised Dalal al-Maghrabi: "She was oneheflieroes...She commanded the group that
established the first Palestinian republic in a bikis is the Palestinian woman...the woman wepesad
of." , Jerusalem Post, Aug. 3, 1995 quoted in “MINEMENT TO VIOLENCE AGAINST ISRAEL BY
THE LEADERSHIP OF THE PALESTINIAN AUTHORITY”, MFANovember, 26 1996 at
http://www.mfa.gov.il/MFA/Archive/Peace%20Proced6/INCITEMENT%20TO%20VIOLENCE%20
AGAINST%20ISRAEL%20BY%20LEADERSHI
3 AMERICAN JEWISH YEAR BOOK 1980, page 264,
gttp://69.20.59.207/AJC_DATA/FiIes/VoI_80_1980.pdf

Ibid
“0Dr. Rueven Erlich, “The History of Israeli Polidy Lebanon-Lessons Learned and The Future Outlook”,
June 29, 2000 at http://www.ict.org.il/apage/5380.p
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invasions into Lebanon also resulted in UN Resoiu#d25 and Resolution 426 calling
for the withdrawal of Israeli forces from Lebanondathe establishment of the UN
Interim Force in Lebanon (UNIFIL) with the mand&terestore peace and sovereignty to
Lebanon. As a result of the Litani operation, teedrist groups were driven out of the
immediate border area with Israel, making it maf@adlt for the terrorist organizations
to infiltrate Israel by land. This increased thetivettion to enhance the development and
education of the terrorists in maritime terror et

C. 1970" — Terror in the Red Sea

Encouraged by their successes, the Palestiniaor terganizations continued their
attempts to infiltrate Israel from the north. Howevas the IDF, and especially the Israeli
navy, continuously enhanced their defensive measateng the northern and the
Mediterranean Sea borders (the only successfutratfon from Lebanon directly into
Israel was the murder of the Haran Family in Af@#%"), the terrorist groups searched
for the weak spot in Israel’s coastal defense.

On September 30, 1978, the Israeli Navy intercepad sunk a bomb-laden
freighter, Agius Demetrius, off the Sinai coastmBahab. This foiled a plot devised by
Fatah to attack Israel’s southern coastal city sealport of Eilat. The terrorists intended
to destroy the oil tanks and pumping stations efEllat-Askhelon pipeline, by firing 42
Katyusha rockets into the port of Eilat, and them the 600-ton boat, crammed with 5-6
tons of explosives (TNT), onto the beach which wemvded with tourists for Israel’s
New Year (Rosh Hashanah). The ship's keel was megitp explode on impact with the
sand. According to a senior Israeli navy officee Agius Demetrius had been fitted with
rocket launchers in Syria and with explosives inLebanese port. Being under
surveillance by the Israeli Security Forces, the shiled through the Suez Canal and the
Gulf of Suez o where it was intercepted sailingarmal Cypriot flag. The seven terrorists
aboard the vessel were captured and the heavy antsmwere seized before the ship
was sunk®

A second example of the advancement in maritimeottetactics by terrorist
organizations in general and the PLO in particueais the attempt to blow up an oil
tanker in the Eilat harbor with the help of Europeiévers in March 199

“1 Based on interviews by the author with former ééirllavy Commanders, 2006

“2 |DF foiled several attempts to reach Israel diyeftom Lebanon (1979) including a boat caring aut
missile attack on Israel’s shoreline (June 19798 on interviews by the author with former Isrilevy
Commanders, December 2006

“3 |slamic Terrorism Timeline 1978 and JEWISH YEAR BR@980, page 264 at
http://www.prophetofdoom.net/Islamic_Terrorism_Time_1978.Islam and
http://69.20.59.207/AJC_DATA/Files/Vol_80__ 1980.adf well based on an interview by the author with
Shlomo Cohen, CEO of an Israeli maritime secuiityf June 2007

4 Based on interviews by the author with formerééirilavy Commanders, December 2006
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D. Lesson Learned — relative calm in the 80s and 90s

The maritime terrorism attacks in the 1970s antlyek880s had direct implications
on Israel's defense doctrines which called for ehander military retaliation against
terrorist infrastructures, thereby often invadiig sovereign territory of third stat&s.
Moreover, these attacks showed the necessity tease the navy's budget, in order to
improve Israel's existing coastal defense layout astablish new regulations relating to
maritime safety. These defensive measures, indudiarial reconnaissance beyond
Israel’s territorial waters, the purchase of modamd faster patrol boats, and radar
stations and improvements in the communicationesysf® together with offensive
counter terrorism operatiofis, increased the difficulties in perpetrating margim
terrorism operations from Lebanese territory. Femtfiore, as the UNIFIL appeared to be
incompetent in stopping the increasing bombardroéigrael’s northern communities by
the Palestinian terrorist organizations, Isradl if@pelled to invade Lebanon in order to
finally destroy the terrorist infrastructure. Fomi&S. Secretary of State Henry Kissinger
described the situation and U.S. policy as “No seiga state can tolerate indefinitely the
buildup along its borders of a military force deatied to its destruction and implementing
its objectives by periodic shelling and rafi©peration Peace for the Galilee lasted from
June 6 to August 23 1982, when the first PLO testerwere expelled from southern
Lebanon and Beirut. By September 1, 1982, over&rmed PLO forces had left
Beirut*® As most of the Palestinian terror organizationsnfb a new home in Tunisia
they also lost the geographical proximity to Isrddlis meant that any further maritime
attacks by the PLO and its sister organizationstbatkal with a greater distance which
significantly increased the response time of thiadls security forces. Moreover, as the
remaining members of the Palestinian terror orgditns found it increasingly difficult
to carry out maritime terrorist infiltrations, eveith improved maritime vehicles such as
jet-skies®, they turned their efforts towards attacking |ifces in Lebanon itself and in
perpetrating attacks against Israel from and irifpr countries. Six major maritime
terrorism tactics were employed during the 80s 20l

On September 25, 1985 (Yom Kippur) a team of tiRakestinian terrorists belonging
to PLO’s Force-17 seized an Israeli yacht in the harbor of Larn@yprus. Accusing

%5 As examples serve the extended naval patrols thigeBavoy attack (1975), the Litani Operationretfie
Coastal Road Attack (1975) and the attack on th@ Réadquarter in Tunis after the murder of threzels
sailors in Cyprus (1985)

“6 Based on interviews by the author with formerééirllavy Commanders, 2006

*"Which included for instance intelligence collectji@and military raids in Lebanon.

“8 \Washington Post, June 16, 1982; Quote found @sBaé Facts, “Lebanon 1982-1985", at
http://www.palestinefacts.org/pf_1967t01991_lebark®8x_idf course.php

9 palestine Facts, “Lebanon 1982-1985", at
http://www.palestinefacts.org/pf_1967t01991_lebark®8x_idf course.php

°0 An Israeli navy patrol boat , on a routine missaong the northern coast of Israel, killed a testoon
Saturday October 9, 1993 , who armed with an AKK&lashnikov, a pistol, grenades, daggers and
ammunition, rapidly advancing towards Rosh-Hanikraa jet-ski. The terrorist belonged to the Syria-
backed Popular Front for the Liberation of PalestiS8ource: ICT Database (subscription) and Wichita
Eagle, October 10, 1993, Page 5A

®1 Force-17’s main function was the protection of €D leadership but also conducted terrorist
operations and attacks on rival Palestinian fastion
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their hostages of being Israeli spies, the ten®rfgst demanded the release of 20
Palestinian terrorists held in Israel in exchanwethe three Israelis. Later, however, the
terrorists murdered the sailors in cold blood befsurrendering to local policé.

On 1 October 1985, Israel launched a long rangestike against the PLO
headquarters in Tunis, killing over 73 people araimding about 100 others. At a press
conference held by Israeli Minister of Defense WM&k Rabin, Chief of Staff Moshe
Levy, and Air Force Chief Amos Lapidot, Israel annoed a new policy where terrorist
targets would be attacked wherever they were |dcatel that no terrorist was safe: “As
long as PLO terrorism, or any other terrorism, afes against Israel, Israel will fight
against it. Israel will determine the manner of bamand the site of the attack in
accordance with its own considerations exclusivaly.

On October, 7 1985, four members of the PLF setbedltalian passenger ship
Achille Lauro with 349 passengers and crew on board, shortlgr aft sailed from
Alexandria to Port Said. Measuring 643 feet log Achille Laurq normally carried up
to 900 passengers. Run by the Chandris Companychwbifered low-cost cruises
throughout the Mediterranean, tiehille Laurowas based in Genoa. On October 3,
1985, some 750 passengers had boarded the cripsiish twelve day cruise, calling at
ports such as Naples (Italy), Alexandria (EgyptprtPSaid (Egypt), Ashdod (Israel),
Limassol (Cyprus), and Rhodes (Greece). Fortunatelgst of the passengers had
debarked at Alexandria for a tour of the Pyramidsping to travel overland to Port Said
to continue their voyag®.The hijackers demanded the release of 50 membé&ts@'s
Force-17, including Samir al-Qantari, a PLF mendreested by Israel for the murder of
the Haran Family (1979). Heading to the Syrian @brTartus, the terrorists killed Mr.
Leon Klinghoffer, an American Jew, handicapped &udind to a wheelchair. Mr.
Klinghoffer, a retired small appliance manufactunens celebrating together with his
wife, Marilyn, their thirty-eighth marriage anniwary>® Later on, two crewmen were
forced to throw his body overboard. Syria howeverrbt allow the terrorists to land in
Tartus and thus th&chille Lauroreturned to Port Said where the terrorists, aéregihy
negotiations, agreed to free all hostages and rmiderehe ship, in return for free passage
to Tunisia. Both Arafat (PLO) and Abu Abbas (PLBLF), were involved in negotiating
the deal. Excerpts of the negotiations, howeveger laevealed that both men were
involved in the planning of the hijackin§Returning to Tunisia, United States warplanes

%2 |slamic Terrorism Timeline 1985 at
http://www.prophetofdoom.net/Islamic_Terrorism_Time_1985.Islam and
MFA, Press Conference Following Israel Air Forcéagk on PLO base in Tunis, 1 October 1985.”
http://www.mfa.gov.il/MFA/Foreign%20Relations/Ista®#20Foreign%20Relations%20since%201947/19
?34-1988/92%20Press%ZOConference%ZOFoIIowing%ZO%mir%ZOForce%ZOAtt

Ibid
®4 Sean K. Anderson and Peter N. Spagnolo, “Case StumyAchille Lauro Hijacking” at
http://www.isu.edu/~andesean/AchilleLauroCaseStudys# edn2
% MFA, “The Palestinian Liberation Front, HeadedAlu al-Abbas, as a tool of the Iragi regime for
carrying out terrorist attacks against Israel” at
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2002The%20Palestinian%20Liberation%20Front
-%20Headed%20by%20Abu%?20al

%6 Friedman, Thomas L. “Israelis Say Tape Ties Tap®.Aide to Ship Hijackers,” New York Times,
October 17, 1985, PP. A1, A12
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forced the hijacker's jet to land in Italy where shof the terrorists were tried and
imprisoned®’ Claiming not to have sufficient evidence, Abu Apaas allowed to leave
Italy and found shelter in Yugoslavia. Returningrimisia, the government ordered Abu
Abbas and the PLF to leave the country. Establgslimew base in Iraq, Abu Abbas
moved to Baghdad, where he was arrested in ApfBAfy U.S. forces>® While most
analysts’ believe that the hijacking of tAehille Laurowas a spontaneous act, after
having being discovered by a crew member, and ttiatoriginal target was Ashdod;
some analysts believe the original plan calledtlier hijacking of the cruise ship on the
open seas and transferring the hostages to PLFhsafes in Syria, where the hostages
would have been held until Israel released theopgiss>® PLF’s internal documentation
committee however describes the hijacking as thedéd Port Operation, giving more
weight to the first explanation:

"When the Zionist enemy carried out an air strigaiast the Palestinian HQ

in Hamam al-Shatt in Tunis in October 1, 1985, Hnent reacted to this

aggression by attempting a sea landing in Ashdat. pthis operation was

unsuccessful, forcing the Front's fighters to cleatige original plan... once

they were uncovered on the ship taking th&M.”

On April 25, 1988, the first ever maritime suiciolgeration occurred in the Lebanese
arena. Perpetrated by a member of Ahmad JibrilguRo Front for the Liberation of
Palestine — General Command (PFLP-GC), the suicaiaeber steered a fishing boat
loaded with explosives near an Israeli naval veasel detonated it. No casualties or
damage were reported by the Israeli navy. Thisclattame seven years after the first
suicide bombing perpetrated by the Iraqgi Shiite BaRarty on the Iraqi Embassy in
Beirut in December 1981. Until 1997, five maritirseicide attacks against Israeli naval
vessels were registered. All attacks were carrigdagainst Israeli boats patrolling the
Lebanese coast and were carried out by either titades (PFLP-GC, PFLP, Fatah etc.)
or secular Shiite Lebanese (Amal) organizatigns.

>7 Tagliabue, John. “Italians Identify 16 in Hijackimf Ship,”"New York TimesNovember 20, 1985, p.
A3. OR
http://select.nytimes.com/gst/abstract.html?resERFF63B5C0C738EDDA80994DD484D81&n=Top%
2fReference%2fTimes%20Topics%2fPeople%2fK%2fKliniardo2c%20Leon

* MFA, “The Palestinian Liberation Front, HeadedAlu al-Abbas, as a tool of the Iragi regime for
carrying out terrorist attacks against Israel” at
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2002The%20Palestinian%20Liberation%20Front
-%20Headed%20by%20Abu%?20al and

Aaron Mannes “A Life of Terror - Abu Abbas diesMarch 10, 2004,
http://www.nationalreview.com/comment/mannes20040309.asp

% Tagliabue, John. “Italians Identify 16 in Hijankj of Ship,"New York TimesNovember 20, 1985, p.

A3. OR
http://select.nytimes.com/gst/abstract.html?resERFF63B5C0C738EDDA80994DD484D81&Nn=Top%
2fReference%2fTimes%20Topics%2fPeople%2fK % 2fKlinijado2c%20Leon

%0 MFA, “The Palestinian Liberation Front, HeadedAlu al-Abbas,as a tool of the Iraqi regime for
carrying out terrorist attacks against Israel” at
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2002The%20Palestinian%20Liberation%20Front
-%20Headed%20by%20Abu%?20al

%1 Dr. Shaul Shai, “The Shahids” pp 80
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On May 30, 1990 Israeli security forces foiled atempt by PLF terrorists to
infiltrate Israel from the sea near Gaash and Nitma Code named Al-Quds, the 16
terrorists departed from Benghazi, Libya on May P390 on a Libyan ship. According
to PLF leader Abu Abbas, the preparation for thgsration had taken nearly three years
and cost about three million dollars. Sent by Abiba®ctober 1988, Muhammad Ahmed
al-Hamad Yousef, the deputy commander of the ojperdd Libya, and the rest of the
raiding party, underwent intensive training, incéhgl the use of rubber boats and
speedboats and being trained in firing from shighore. Abu Abbas and Abu Kassem
(Commander of the PLF naval forces) met them efeuy to five months to monitor
their progress, but his deputy Abu Ez was with thaimthe time. The plan involved
shelling hotels and houses from the sea, using @y Katyusha rockets, 23 mm
cannons, and machine guns. Furthermore, they weeater the Sheraton hotel and kill
everyone they encountered. According to Abu Alib@soperation was in revenge for
the killing of Palestinians in Rishon-le-Zion on W20 1990. In order to prevent
detection by Israeli aerial reconnaissance, Abwaka Abu Kassem ordered the raiders
not to go on deck during the day time while sailorgthe mother ship. According to the
plan, the terrorists disembarked from their motseip on May 30, 1999 in six
speedboats. Made out of fiber glass and equipptddtwbd engines, the speedboats could
reach twice the speed of Israel's Dabur patrol ioktoreover, five days before the
operation, the six speedboats were painted witbeaial paint in order to decrease their
detection by radar. One of the boats further seased tanker for the other boats. The
terrorists were split up and sailed on separatésboalled: Hittin, Mislon, Hatij, Castel,
Port Said and Alfao.

However, the difficulties started as one of theesiats sank while being lowered
into the sea. While the mother ship turned backatow Libya, the terrorists continued
with five speedboats. Later on, two more boats &érdkwn, the tanker-speedboat also
turned back toward Port Said and the 16 terromststinued their journey on the
remaining two speedboats. While one boat headeti-eastward with five terrorists and
finally was intercepted by the Israeli navy somekd® off Gaash, the second speedboat
headed south-eastward toward Nitzanim. Alarmedheydapture of the first boat near
Gaash, the second boat was located by a reconnegspéane and a Dabur patrol boat,
which however was unable to engage the speedbbattefrorists reached the shore and
started to run eastward, constantly monitored ey IDF jet. IDF combat helicopters
engaged the terrorists, killing four of them whgeven terrorists surrendered to the
arriving infantry forces.

Following the failed plot, the PLO announced thhou¢pled al-Hassan on June 4,
1990, that the PLF operation was utilizing the vgéechnique “because everyone knows
that Israel has stated that its radar lab can asdar as Malta. From the technical point
of view it was an act of madness.” Hassan also #atl Abu Abbas had no right to
launch such an operation and give the enemy a biggapon against the PLO, which
had not announced until then the annulment ofetcp process. Abbas on the other hand
stated that the PLF had not informed Arafat (PL&out the operation in advance and
was not obliged to do so. Furthermore, Abbas pdimet that the main target of the
operation was a recreational center for senior tanyli officers. President Bush
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announced on June 19, 1990, that he was suspetidngngoing PLO-U.S. dialogue
until the PLO denounced the attempted atf4ck.

On May 30, 1992 four Palestinian terrorists from BLF swam five kilometers from
Jordan to Eilat pulling rafts loaded with weapo@se of the water-proof containers
began to leak in the water which resulted in onetesforists drowning. A second
container leaked and had to be cut loose. The rengpitwo terrorist reached Coral
Beach where they killed an unarmed Israeli secmgityrd and attempted to massacre
tourists, but were prevented by police and armgps3

The Israeli shipJrush Shalomwas bombed on December 25, 1993 while it was
docked at Eilat. No fatalities were reported, hogreeleven people suffered injuries.
The Palestine National Liberation Movement, a Fétattion, claimed responsibility:

V. Maritime terror developments since 2000

With the signing of the joint Israel-Palestinian dization of Principles (DOP) on
September 13, 1993, Israel agreed to transfer govemt in the Gaza strip to the
Palestinian National Authority (PA). Allowing menmseof the PLO to return to Israel
(Gaza and the West bank) had several complicatiing, it allowed returning terrorists
with special maritime skills to reduce the geogrephdistance to possible targets within
Israel. Second, the continuous peace talks presam@le opportunity for Sunni Islamic
groups, such as Hamas and Palestinian Islamic ,Jibaghbotage possible peace plans.
Moreover, the expulsion of the Palestinian groupsmf the Lebanese arena under
Operation Peace for the Galilee gave ample oppityttor Shiite groups, first the secular
Amal, and later the Islamic Hezbollah to take thalmce in attacking Israel. Due to
Israel's developed coastal defense system alongNththern and Mediterranean coast,
terrorist organizations similar to the ones of ##80s and 1990s turned their efforts
towards attacking IDF forces in Gaza itself anctaory out attacks against Israel from
and in foreign countries.

®2 Based on interviews by the author with former Iidavy Commanders, 2006, ICT Database
(subscription), and HON. WM. S. BROOMFIELD, “ATTACRN ISRAEL REVEALS LIBYA'S
CONTINUING ROLE IN TERRORISM”,
http://www.globalsecurity.org/security/library/camgs/1990 cr/h900620-terror.htm

83 |CT Database (Subscription) and Aaron Mannes “f& bif Terror - Abu Abbas dies.” at
http://www.nationalreview.com/comment/mannes200403D9.asp

4 MIPT Database at http://www.tkb.org/Incident.jsp?D=7231
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A. Gaza and the Maritime Activity Zones (MAZ)®

Having experienced maritime Fedayeen raids (195@s ¥960s) and smuggling
operations, the Gaza Strip presents a unique confer Israeli maritime security.
Documented in the Gaza-Jericho Agreement (May 94),%he sea off the coast of the
Gaza Strip is governed by a series of Maritime VAgtiZones (MAZ). Implemented to
thwart seaborne terrorist infiltration and smuggliefforts, the MAZ are composed of
three Maritime Activity Zones labeled K, L and Mhd& two outer zones (K, M) are
sterile security zones that extend 20 nautical sroléé the coast of the Gaza Strip. Zone K
extends in the sea from the coast in the northarhg the sea of Gaza and 1.5 nautical
miles wide southwards, while Zone M extends ingba from the coast and one nautical
mile wide from the Egyptian waters. The area inMeen running the length of the Gaza
coast is referred to as zone L. Both Maritime AifiZones “K” and “M” are for the
exclusive use of the Israeli Navy while MAZ L remsiopen for Palestinian fishing,
recreation, and economic activities. As documernedvrticle Xl of the Gaza-Jericho
Agreement, several restrictions are enforced witttine L (prior to the withdrawal of
Israeli forces from Gaza in 2005).

Commercial fishing boats, for example, were resdcto a maximum speed of 15
knots while recreational boats were restricted froperating motors stronger than 10
horsepower and were forbidden from being more thage-and-a-half miles off shore.
Personal watercrafts such as Jet-Skis were nowedloto operate. Foreign vessels
approaching zone L from the open sea were not atfowithin 12 nautical miles of the
coast without prior approval. All vessels were bethfrom carrying weapons.

The Palestinian Police Authority were to allowed topeight control boats with a
displacement of up to 30 tons and speeds less 28eknots. The control boats were
allowed to be equipped with weapons up to a 7.6Bara The Palestinian Police boats
were allowed to operate up to six nautical milesrfrthe Gaza Coast within zone L, in
special circumstances and approval by the IsraalryNup to 12 nautical miles. All
Palestinian boats had to carry identification magki

On any given night, 400-600 Palestinian fishingse¢s navigate the MAZ L and
identifying potential terrorists is a task that evft overwhelms Israeli Navy forces
assigned the mission of patrolling the MAZs.

65 MFA,GAZA-JERICHO AGREEMENT, Article XI; at
http://www.mfa.gov.il/MFA/Peace+Process/Guide+t@HtReace+Process/Gaza-
Jericho+Agremeent+Annex+l.htm and

MFA, Israel-Palestinian Negotiations,
http://www.mfa.gov.il/mfa/peace%20process/guide%2e20the%20peace%20process/israel-
palestinian%20negotiations

See also map at Annex |
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B. Gaza — Maritime Suicide Operations

On November 23, 2002, two Palestinian terroristenfthe Palestinian Islamic Jihad
(P1J) attempted the first maritime suicide attack an Israeli naval vessel since the
Palestinian Intifada began in September 2000. rigpilvith an explosive-laden fishing
boat into Israeli-controlled waters off northernZ@gMAZ K), the terrorist waited for an
Israeli patrol boat to examine the situation. Agmteed by INS Daboor - an Israeli 20-m
costal patrol boat - in order to warn it to turrckathe terrorist blew up the boat killing
themselves and injuring four sailors. PI1J’'s miltaoranch, the Al-Quds Brigades,
identified the suicide bombers as Jamal Ali Ism2il, from al-Breij, and Mohammed
Samih al-Masri, 19, from Beit Hanoun. Both towne ar the West Bank. While the PIJ
claimed that the suicide bomber succeeded in ragthiair explosives-laden boat into
the Israeli patrol boat, sinking it, and that amaédi rescue boat retrieved the four
casualties, the Israeli navy said the patrol boat Wamaged but made it back to shore.
Following the attack, the IDF closed the Meditegam waters off Gaza, barring all
Palestinian fishin§®

A second example of an attempt to strike an Ismaalial vessel was initiated by
Hamas on January 17, 2003. The Israeli patrol He&t Daboor observed a life raft
within the Gaza’'s northern maritime security zoMAZ K), 2.1 nautical miles from
Dugit. Following procedures the Israeli sailorgdrito establish communication, as they
did not receive any reply, the soldiers fired anuag shot into the air and afterwards
towards the raft. Guided by a suicide bomber thebldrapped raft subsequently
exploded’

C. Gaza — Maritime Infiltrations

Following the assassination of Hamas founder andtisgd leader Sheik Ahmed
Yassin on March 22, 2004, the terrorist organizattowed to avenge Israel in graphic
terms: "a strong, earthshaking response to makesdhe of monkeys and pigs taste a
painful death.® During the following days several terrorist akmaevere foiled because
of heightened security measures in the Gaza ShipMarch 25, 2004, Hamas launched
a maritime infiltration attempt at Tel Katifa atetorthern end of the Gush Katif
settlement block. Three armed Palestinians weativigg gear and armed with an RPG
rocket launcher, Kalashnikov rifles and grenadesrged under cover of darkness from
the Mediterranean. Firing shots and RPG’s at theygrost guarding the settlement the

66 AP, “Palestinians Attack Israel Navy Boat”, Nov 2B02; at
http://nucnews.net/nucnews/2002nn/0211nn/021128m#331 and

Reuters, “Palestinian Suicide Boat Attacks Isrialvy Boat”, Nov 23, 2002

®7 Jewish Virtual Library, Hamas and MFA, “Seizingtb® Abu Hasan - May 22, 2003at
http://www.jewishvirtuallibrary.org/jsource/Terrerm/hamas.html and
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/200& The%20Seizing%200f%20the%20Abu%20
Hasan%20-%20May%2022-%202003

8 AP, “Israeli soldiers kill two Palestinian frogmesaturday, Mar 27, 2004 at
http://www.taipeitimes.com/News/world/archives/20UgI27/2003107961
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two terrorists were killed and a third was wounded fled during the ensuing 15-minute
gun battle®®

This, however, was not the first attempt to infite a Jewish community within the
Gaza Strip since 2000. On June 8, 2002, a navyalgmst in the northern Gaza Strip,
near Dugit, identified at night time two terrorig&imming towards the coast. Opening
fire, IDF soldiers killed at least one terroristavivas later found dead at the beach. The
terrorist was wearing a bag containing four fragtagon grenades, a Kalashnikov
assault rifle and four ammunition clifA second attempt was made in August 2002.
Terrorists attempting to infiltrate the Dugit seftlent were spotted by an IDF patrol and
killed before reaching shore. The latest attempifitirate a settlement in the Gaza Strip
(Dugit) was on November 9, 2004, when a Dabur ebgsatrol boat discovered a
terrorist swimming towards the Israeli shore. Neaating to the warning shots and
requests to stop, the terrorist was killed by thidiers’*

D. Gaza —-Smuggling Operations

With the start of the second Intifada, Palestini@morist groups in Gaza made an
enormous effort to not only improve the qualitytbéir terror tactics and home-made
weapons, but also to import large amounts of quakieapons, including anti-tank
rockets and Strela antiaircraft missiles. The Ntagt transportation system with the
ability to transport large amounts of weapons at shme time and Gaza’s geographic
location near the Mediterranean, made maritime ghng the preferred method.
Furthermore, Iran’s interest to further the Intdally transferring arms to the PA, made
maritime smuggling - whether directly from its try (Karine-A) or indirectly from
Lebanon using its affiliated terrorist organizasothe PFLP-GC and the Hezbollah
(Santorini & Abu Hassafj - a necessary mean.

On May 6, 2001, the Israeli navy captured tentorini fishing vessel carrying
weapons en route from Lebanon to the Gaza Strip.ship had set off from the port of
Tripoli in northern Lebanon, and was headed towanuernational waters to a
rendezvous in the Gaza Strip, until it was intetedpy an Israeli missile boat 150 miles
west of Tyre in international waters. The suspigssvessel had been spotted by an aerial
inspection plane.Santorini's crew consisted of four members of Ahmed Jibril's
Damascus based Popular Front for the Liberatidhatéstine-General Command (PFLP-
GC). According to Israel’s Ministry of Foreign Aifs (MFA), theSantoriniand another

% Ibid

O MFA, “Seizing of the Abu Hasan - May 22, 2003" at
http://www.mfa.gov.illMFA/MFAArchive/2000_2009/200& The%20Seizing%200f%20the%20Abu%20
Hasan%20-%20May%2022-%202003

& MFA, “Attempted terror attack via the sea thwarteat’http://www.mfa.gov.il/MFA/Terrorism-
+Obstacle+to+Peace/Terrorism+and+lslamic+Fundartiemta
/Attempted+terror+attack+via+the+sea+thwarted+1@-8004.htm

"2MFA, “Iran and Syria as Strategic Support for Batéan Terrorism”, September 30, 2006 at
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2002ran%20and%20Syria%20as%20Strategic%
20Support%20for%20Palestinia
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boat, theCalypso-2,made three successful smuggling operations oftwitie first was in
November 2000. According to the interrogation pcotoof Dib Muhammad Rashid
Awita, the Santoriniwas bought in the Syrian port of Awad as “Abd Addi’. As the
boat suited their needs, the boat was registerég@lamnese. Awita furthermore informed
the Israeli security services that the weapons<clwinere later found carefully wrapped
in waterproof packaging and stored in barrels retdype dropped into the sea at a
designated point off the Gaza coast, where theyldvoe retrieved by boats manned by
Palestinian security services - were transferrethf6Gyria via the Damascus-Beirut road
in a passenger bus with Syrian registration numbrgahlah and then to Tripoli in
North Lebanon. The terrorists the transferred tbapons onto th8antoriniat the bay of
Jiyah while 25 Hizbollah members secured the slaoe the roads leading to’it.On
March 23, 2003, an IDF Military Court sentenced tiedanese crew of th@antorinito
ten years in prison, and the Captain for 12 yearsheir role in the weapons smuggling
attempt. One crew member was acquitted of all @sig December 2002.In an
interview, Ahmed Jibril stated that ti&antorini operation was "not the first shipment,
nor will it be the last.®

Proof that theéSantoriniaffair was officially sanctioned by the Palestmiduthority,
as part of a larger maritime arms smuggling effoatne in the early morning of January
3, 2002. Israeli Defense Forces (IDF) naval comroanith an operation codenamed
Operation Noah's Ark seized the 4,000 ton freightarine A’® on its way to the Suez
Canal, some 300 nautical miles off the Israeli toHse operation to capture the freighter
included both the Navy and the Air force. When Igtduo Israel’s southern port of Eilat,
Karine As shipment revealed 50 tons of diverse weaportsiiag both 122 mm and 107
mm Katyusha rockets, 80 mm and 120 mm mortar shedlsous types of anti-tank
missiles, anti-tank mines, sniper rifles, Kalaslrikifles and ammunition. The shipment
also included dinghies and diving equipment, whiebuld have facilitated seaborne
terrorist attacks from Gaza against Israeli coastas. Moreover, according to the IDF,
the 122 mm Katyushas could have threatened Ashkelmh other coastal cities.
According to Israeli naval intelligence, Adel Mugbr, PA’'s main weapons purchaser
contacted Iranian and Hezbollah liaison officersjoag them Imad Mughniyeh in
October 2000 in order to negotiate the arms deatha®&2 million (excluding the ships
necessary for transport). Mughrabi, with the hdlpPA Naval Police commander Juma'a
Ghali and his deputy, Fathi Razem, purchasadne Ain Lebanon. Manned by a crew
of Egyptians and Jordanians, who were unawareeofdlyage’s purposé&arine Asailed
to Sudan, where it was loaded with regular cargoDiabai. It was in Sudan that Adel

"3 |bid

" |DF, “IDF Military Court Sentences Santorini Créw10 Years In Prison”, March 24, 2003, at
http://www1.idf.illDOVER/site/mainpage.asp?clr=1&8N&id=7&docid=19562

> Ellis Shuman, “Gaza-bound weapons arsenal seigéstaeli Navy”, May 9, 2001 at
http://www.israelinsider.com/channels/securitytdes/sec_0041.htm

6 MFA, “Seizing of the Palestinian weapons ship Karkf, January 4, 2002 at
http://www.mfa.gov.il/MFA/Government/Communigquesf20Seizing%200f%20the%20Palestinian%20w
eapons%20ship%20Karine%20A%20- and

MFA, “Iran and Syria as Strategic Support for Pttésn Terrorism”, September 30, 2006
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2002ran%20and%20Syria%20as%20Strategic%
20Support%20for%20Palestinia
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Mughrabi, and four Palestinian naval officers, agtimem Col. Omar Akawi, the future
captain, took responsibility of the ship. Dischaggitheir cargo in Dubai, th€arine A
headed towards the Iranian island of Kish whelaked up with an Iranian ferry and 80
water-tight crates filled with weapons were trangé to it. The crates were produced in
Iran and were equipped with a special configuralgtgem that determines how deep they
are submerged. In preparation of the smuggling, tblezbollah trained one of the
Palestinian crewmen, Salim Mahmud al Sankari, wlas & captain in the Palestinian
navy, in deep sea diving and operating the devAceording to Sankari, the Lebanese
trainer was also present at the handover of thepaveafor additional training. Sailing
towards Egypt, the ship had to divert to the pdrHodeida in Yemen due to technical
problems. After crossing the Suez Canal, the shis wupposed to meet with three
smaller ships that were purchased in advance anthitwad the weapons onto them.
According to the plan, the smaller ships were &wvéethe weapons near El Arish in Gaza,
wherefrom the weapons were to be taken by the comaraof the Palestinian Naval
Police Juma'a Ghali and his deputy Fathi Razemo#iieg to Mughrabi, Fuad Shubaki,
head of the PA General Security's Financial Dinrateoohandled the financial operation to
pay for the ships' operation while Hezbollah paod the weapons. However, it is the
assessment of the Israeli MFA that Hezbollah didhawe the necessary means and that
the deal was financed by Iran.

On January 12, 2002, Israeli naval boats and mesnbeShayetet 13 attacked a
Palestinian naval police base in Gaza City, desigptwo patrol boats in retaliation for
theKarine Asmuggling operation.

On May 20, 2003, Israeli naval commandos interckpie Egyptian fishing trawler
approximately 100 nautical miles west of Rosh Hemik Abu Hassarwas heading for
the Gaza Strip from Lebanon, loaded with five mé@kes containing 122-mm rocket
fuses, other weapons, and bomb-making componemisiding a radio activation system
and electronic delay units. Among the six crew merspwho mostly were not aware of
the ship's mission, was Hamad Masalem Mussa AbuaAmrHezbollah bomb expert,
who boarded the ship with 36 CDs which gave dedailestructions on how to
manufacture different kinds of bombs, explosived atkets, as well as advice on where
a suicide bomber should stand in a bus to causémax fatalities. According to Israeli
officials, this was the first incident of hi-techmaggling which showed that the
Palestinians were running short of bomb expertss kelieved that the operation was
organized by deputy Naval Police chief Fathi Razamd Adel Almairibi. Both were
already involved in th&arine A episode. The smuggling attempt occurred at a time
when PA Prime Minister Mahmoud Abbas attemptedetach an agreement with Israel
regarding the road map. Since thieu Hassarepisode, several other attempts to smuggle

" Margot Dudkevitch, “Israel seizes Hezbollah arroattfor PA” at
http://www.ijn.com/archive/2003%20arch/053003.htnd a

MFA, “Seizing of the Abu Hasan”, May 22, 2003
http://www.mfa.gov.illMFA/MFAArchive/2000_2009/200& The%20Seizing%200f%20the%20Abu%20
Hasan%20-%20May%2022-%202003

" As reported by the Jordanian weekly Sheihan, “Raudis reportedly try to carry out operation iesid
Israel”, at http://www.newslibrary.com
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Weap%ns through the sea were prevented by thdilsgeg/ such as on May 9 and 14,
2006.

E. Terror at the Gulf of Eilat

On August 17, 2002, Jordanian security sessireacted to a tip by a concerned
citizen and arrested four Saudi nationals who edshe Saudi-Jordanian border by
swimming through the Gulf of Agaba. Intending tontoue swimming until reaching
Eilat, the terrorists intended to conduct a testovperatiorf?

Later that year, on October 16, 2002, the IsraeWwspaper Maariv reported that
Hamas military wing, 1zz el-Din al-Qassam Brigadeignned to bomb a passenger ship
in the port of Eilat. The plan foresaw the use dPaestinian suicide bomber with an
Israeli identity card to smuggle a video cameridilwith explosives on a local tourist
ship. Eilat was chosen due to the fact that noideibombing had been perpetrated in
that city until that date. In preparation for théaek, the brother of the suicide bomber
was to conduct the essential intelligence on ptesdiérgets and buy a ticket for the
suicide bomber. The plan was disrupted by the tafea senior leader of the 1zz el-Din
al-Qassam Brigades. This led to the arrest of @eat of Sawakhara al-Sharkia, who -
under interrogation - exposed the described plahgave up the identity of the brothers
who later were arrestéd.

F. Ashdod Port Attack

Ten people were killed and 16 were wounded at 18r0Gunday afternoon, March 14,
2004, in a double suicide bombing at the Ashdod®Pofhe two Palestinian suicide
bombers, both 18, hid behind a false wall in a 1&emcontainer and succeeded in
infiltrating the Israeli Port of Ashdod. Emergingoi the shipping container wearing
army uniforms, the two split up. The first suicidember blew himself up close to a
group of workers standing next to a machine repairkshop, killing five people. The
second terrorist detonated his bomb moments lat@r the outer fence on the sidewalk in
a storage and refrigeration area. Hamas and FaflahAgsa Martyr Brigades) claimed
responsibility for the attack. The bombers werenidied as two 18-year-olds, Nabil
Massoud and Mahmoud Salem, from the Jabalya refoge®w in the Gaza Strip. The
port of Ashdod is considered to be one of the rsessitive strategic sites in Israel, and
contains a number of bromine tanks and other hamardhemical storage facilities. The

8 MFA, “IDF Naval craft seized several hundred kgesplosives”, May 14, 2006 at
http://www.mfa.gov.il/MFA/Terrorism-+Obstacle+to+&ee/Terrorism+and+Islamic+Fundamentalism-
/IDF+Naval+craft+seized+several+hundred+kg+of+esples+14-May-2006.htm

9 As reported by the Jordanian weekly Sheihan, “Raudis reportedly try to carry out operation iesid
Israel”, at http://www.newslibrary.com

8 See also Dr. Shaul Shai, “The Shahids”, page 81, 8

8. MFA, “Suicide Bombing at Ashdod Port”, March 1®Q2 at
http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2008/Suicide+bombing+at+Ashdod+Port+14-
Mar-2004.htm
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attack showed that even the most stringent secueiyilations can be broken. For
example, not only was the container inspected ekidwni Crossing but also at Ashdod
port. Both times the human eye even with the aidechnology equipment failed to
detect the false wall. Abdel Aziz Atallah - an ot in the Palestinian preventative
security service — was arrested in a joint openatletween Israel’s internal security
service (GSS) and IDF forces on June 6, 2004. lgktalas responsible for arranging the
release of the containers from the crossing. Duhisginterrogation, Atallah noted that
both Hamas and the Al-Agsa Martyrs' Brigades viewresl Karni Crossing as a weak
point in Israel’'s defensive measures around Gadatlearefore had prepared for Atallah
to smuggle another pair of suicide bombers throiighto Israel. Moreover, Hamas,
assisted by Atallah, was planning to purchase tsuakd establish a company for
transporting containers from the Gaza Strip intadk using it as a guise for smuggling
terrorists into Isra€l? In response to the Ashdod attack, Prime MinisteielASharon
cancelled his immediate plans for peace negotiatieith the Palestinians, maintaining
that “they are doing nothing to stop attacks agdsraelis®,

G. Attack on an Israeli cruise ship in Turkey

Five cruise ships carrying some 5,000 Israeli siarhave been diverted from Turkish
ports to Cyprus following the arrest of Syrian oatl Louai Sakka, 32, on August 6,
2005 in Diyarbakir, south-east TurkéyAccording to Turkish intelligence, Sakra was
planning to attack Israeli cruise ships in inteioral waters with speedboats packed with
explosives. Born as Loa'i Mohammad Haj Bakr al-Sdaaiai Sakka also used aliases
under the names of Lian bin Mohammed Saka, Abu Mwohad al-Suri, Abu Haya al-
Suri, and Ala al-Din. Accused of being an Al Qaegarative, known as Aladdin al-Suri,
serving between the group's leaders and suicidebbeanSakka hid his tracks by using
an array of fake IDs, undergoing plastic surgerg finally faking his death in Fallujah,
Iraq, in late 2004> Sakka didn’t surface until August 2005 when aridetal explosion
forced him to flee his safe house. Louai Sakka alss wanted in Turkey for financing
the 2003 bombings of two synagogues, the BritishdDtate and the local headquarters
of HSBC bank in Istanbul which killed 58 people ki&a proclaimed that he does not
have any regrets: "l was going to attack Isragpshf they come, my friends will attack
them." Moreover, according to Sakka’s interrogati@nscript, his mission to attack the

8 MFA, “Palestinian security officer who dispatch&shdod Port suicide bombers arrested at Karni
Crossing”, June 22, 2004 at http://www.mfa.gov.fiterrorism-
%200bstacle%20to%20peace/terrorism%20and%20islagtit¥damentalism-
/Palestinian%20security%20officer%20arrested%202%2004

8 “Inner cabinet discusses “far-reaching responsétshdod bombing.” Maariv International, 15 March
2004.

84 BBC, “Turkey arrests al-Qaeda suspects” August005 at
http://news.bbc.co.uk/2/hi/europe/4140210.stm

8 AP, “Alleged al-Qaeda aide said to fake death”udapn 1, 2006 at
http://www.usatoday.com/news/world/2006-01-01-gyiadical_x.htm and

Washington Post, “A Bomb-Builder, 'Out of the Shadt, February 20, 2006
http://www.washingtonpost.com/wp-dyn/content/agi2i006/02/19/AR2006021901336_pf.html
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Israeli cruise ships was financed by Taliban cMeflah Omar, who allegedly gave him
$50,000%°

Suspects tried in Turkey for the 2003 bombings #aéy were originally planning to
attack an Israeli cruise ship in the Mediterrane&erording to a court indictment, the
terrorist cell had prepared a pickup truck with Bfigs containing 50 kilograms of
ammonium nitrate-fuel oil slurry each and 10 fivksggram boxes of explosives
connected to a detonator which would be contratigdhe suicide driver. In November
2003, the suicide bomber was sent to the Meditemamort of Antalya, where he waited
for eight days for an Israeli cruise ship to dodken the cruise ship failed to call at the
port of Antalya due to inclement weather, the sledoomber returned to Istanbul, where
he attacked the British Consulate General, killl8gpeople, including the British Consul
General while wounding hundreds of others and destmolg part of the consulate
building®’

H. Al Qaeda and Hezbollah’s use of Rockets againShips

On August 19, 2005, Al Qaeda of the Two Riversmped to strike two U.S.
amphibious warships - tH@SS Ashlan@nd theUSS Kearsargenoored in Jordan’s only
seaport Agaba - using three Katyusha rockets. Th&@#eda cell consisted of four
members lead by Iragi Mohammed Hamid Hussein. Téleconsisted also of Syrian
national Mohammed Hassan Abdullah al-Sihly andtivs sons Abdullah and Abdul-
Rahman. While Abdullah and Abdul-Rahman al-Sihlyteeed Jordan together with
Hussein through the eastern desert border at ar@ron Aug. 6 using forged Iraqi
passports, Mohammed Hassan Abdullah al-Sihly wasdiin Amman. Once in Agaba,
the terrorists rented a hilltop warehouse overlogkhe Gulf of Agaba where the rockets
were assembled and mounted on rocket launcheis.bilieved that the cell smuggled
the rockets from lIraq into Jordan hiding them ie tinodified gasoline tank of their
Mercedes. By controlling the launch of the rockbys a timing device, three of the
terrorists were able to escape to Iraq prior to dttack, while Mohammed Hassan
Abdullah al-Sihly was arrested on August 22, 2095Jbrdanian security forces. Two
rockets overshot the warships, hitting a Jordammalitary warehouse and Kkilling its
guard while a third rocket landed in Eilat, Isra@lit did not cause any major damages.
Both amphibious ships left Aqaba shortly after thieed attack. On August 23, 2005, Al
Qaeda of the Two Rivers, then led by Abu Musabatlyawi, claimed responsibility for
the attack Agaba, saying it was chosen becauskeo$tatus of the city as a center for
tourism and the media attention a successful attaitd have generatéd.

8 Tyrkish Industrialists’ and Businessmen’s AssooratiAl-Saga and Hamed Obysi Stand Trial for
Istanbul Bombings”, Turkey News: MARCH 15-21, 206,
http://www.tusiad.us/specific_page.cfm?CONTENT _ID85

87 Ali M. Koknar, “Piracy and terrorism are joiningrfzes and creating troubled waters for the maritime
industry”, June 2004 at http://www.securitymanagetre®m/library/001617.html

8 AP, “Al-Zarqawi group claims attack on U.S. ship&ugust 23, 2005 at
http://www.msnbc.msn.com/id/9043881/ and BBC, “&ordockets miss US Navy ship”, August 15, 2005
at http://news.bbc.co.uk/2/hi/middle_east/41651ta®.s
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Following the abduction of two Israeli soldiers biezbollah (operation Truthful
Promise) on July 12, 2006, and followed by sevecaamket attacks against civilian
communities, Israel declared a state of war agaileztbollah using its land, air and sea
forces to strike terrorist infrastructure. While amission to shell Beirut international
airport, the Saar-5 class corve#tei Hanit, with a crew of 71 was hit Friday, July 17,
2006 by an Iranian made radar guided C 802 land-torsisaile killing four sailors. At
the time of the incident th&hi Hanit was located ten nautical miles off the coast of
Lebanon. Launched by Hezbollah at 20:00 hours,iragb& 802 missiles, weighing 715
kilos, with a range of 120km, and equipped withtrargy anti-jamming capability were
lunched from the Lebanese shore, one hittklg Hanit near the waterline at the
helicopter deck while the second missile missed Ahe Hanit and hit an Egyptian
merchant vessel sailing in international waterse Bgyptian ship drowned and its crew
was rescued by another merchant ship. An investiyavas conducted by a special
committee under the supervision of Brigadier Geln@Ras.) Nir Maor, to explain why
Ahi Hanit's sophisticated Barak anti-missile defense systeimclwwas designed to
intercept anti-ship missiles was not employed. ifivestigation found that not only did
the officer responsible for electronic devices twe ship not take into account the
possibility of Iranian missiles reaching Hezbolahrsenal and therefore worried that an
overuse of the system would affect its functioffngut that he had shut down the Barak
anti-missile system. Moreover, the investigatioarfo that the radar on the ship had been
functioning at less than 50 percent accuracy atithe of the attack. According to the
probe, the officer did not report this to the shigaptain. A second reason whi
Hanit's automatic missile defense system was turned afhtiie in the fact that the ship
operated in the vicinity of the military air corads used for attacks flown against Beirut.
Developed to automatically engage any target tied in their defense zones that is not
squawking the proper identification friend or fd€K) transponder signal, the officer
might have feared shooting down friendly aircraftnaany UAVs and Helicopters do not
carry IFF transponders. Fifteen minutes after LéenGDan Halutz informed the world
that the attacks matched the objectives set otlhdyovernment, Hezbollah’s Secretary
General Hassan Nasrallah in a phone interview witManar TV informed his listeners
that one of Israel's warships was ablaze. Nasrallatierview was another successful
move in the psychological war to undermine Isra@irale. Given the possible range of
the C 802, Hezbollah acknowledged that they possessveapon that was able to reach
Tel Aviv, a region that until then felt relativedafe from Hezbollah’s Katyusha rockets.

8 |DF, “Summary of attack on IDF missile ship”, JU§, 2006 at
http://www1.idf.illDOVER/site/mainpage.asp?clr=1&8N&id=7&docid=54402 and

Debka File, “Hizbollah Brings out Iranian Silkwortm Hit Israel Navy Corvette”, July 15, 2006
http://www.debka.com/article.php?aid=1184

% Haaretz, “Probe: IDF ship hit by Hezbollah miss$ikel malfunctioning radar”, November 8, 2006 at
http://www.haaretz.com/hasen/spages/785021.html
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I. From 1970 to 2006 — Wat has changed?

Summarizing maritime terrorism operations since XB&0s, one has to admire how
the different terror organizations, acting in teisbgroups quick to adapt new methods
and to maximize their resources, have learned taptado this rapidly changing
environment. For example, when the Israeli Navyceaded in foiling direct maritime
terrorist attempts from Lebanon, the terroristgrirthe various Palestinian organizations
moved on using indirect maritime terrorism taciiogolving a mother ship or used other
means such as mines to attack Israeli targets.

Several key observations can be presented. Fiesitime terrorism operations have
mainly moved from secular organizations such aal;dahe Palestinian Liberation Front
(PLF) and the Popular Front for the Liberation aféRtine — General Command (PFLP-
GC) to Islamic organizations such as Hamas, Palastilslamic Jihad, Hezbollah and
recently Al Qaeda. Second, with this shift, Israldo experienced a change of tactics
away from maritime infiltration operation, in whi¢che aim was to free prisoners and get
worldwide media attention (Savoy etc.) to suicigeemtions in which the attacker rams
or blows up a boat laden with explosives next foreferred target. As Dr. Shaul Shai
remarked, “Islamic groups regard suicide attacka esntral tool in their struggle against
Israel as well as a mean to torpedo agreementsammatigements between PA and
Israel.” As secular organizations under the umbrella ofth® became the ruling party
they also moved from maritime terrorist attacksmaritime smuggling operations. In
recent times, we have again witnessed a changeactitd, while in the 1970s the most
common direction of a maritime terrorist attack wesm the sea to land in order to
murder or conduct a hostage-bargaining operatimteS2000, it seemed to change from
land to sea as witnessed in suicide attacks in Gakzg life rafts and in the rocket
attacks both on the U.S. amphibious warships USBlaf\d and thdJSS Kearsarge
(2005), and the recent attack on Saar-5 class tteki Hanit (2006). The Agaba rocket
attack, however, has also shown that organizatisnsh as Al Qaeda, - despite a
religious ruling enabling suicide missions - avpa&tpetrating such attacks if it believes it
can realize its goals in other ways. Third, mamiterrorism operations such as the
attempted bombing of cruise ships (2002) tend t@dmpetrated out of the ambition to
cause mass casualties. And last, terrorist orgaoig operating in the Israeli arena
developed closer ties with state sponsors of termgrsuch as Iran, which gives terrorist
organizations access to modern, sophisticated wsapoich as the Iranian made C 802
land-to-sea rockets.

VI. Terrorist Groups involved in Maritime Terror At tacks against Israel
As discussed earlier, terrorist organizations fh@dsess maritime terrorism capabilities

are the PLO and its sub organizations Fatah, PdRP&LP (1993 under PA), PFLP-GC,
P1J, Hamas, Hezbollah and recently Al Qaeda.

1 Dr. Shaul Shai, “The Shahids”, page 87
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Fatah is a secular nationalist organization that emefged the underground in the mid-
1960s under the leadership of Arafat. By 1969, &ralas serving as the PLO's
Chairman. Until the Black September in 1970, Fatadh the PLO operated out of Jordan.
Following the expulsion, Fatah and the PLO operatedof Lebanon until they were
forced to leave during Operation Peace for thel&aln 1982. Despite Fatah's shifting
bases, it consistently carried out attacks agdsrseli targets in the Middle East and
Western Europe. Since the early 1970s, Fatah desglmaritime capabilities alongside
land based terror techniques. Realizing the pdggabiof not only attacking Israeli shore
communities close by, but also Israel's main citgsegh as Tel Aviv, and the moral
significance affiliated with such an attack to Eis general population prompted Fatah
to increase its training to develop naval experéisd gain special knowledge such as
diving. During the early 1970s, terrorist groupsused their maritime activities on
smuggling weapons from Syria and Cyprus to supipdyrtcamps in Lebanon and from
Lebanon to Gaza, while only conducting smaller apens to test Israel’'s reactions.
During 1971, PLO and other Palestinian terrorigiaoizations focused on collecting
intelligence on Israeli ship movements and harhsitsvin European cities and Cyprus in
order to conduct maritime terrorist operations gsmines delivered by divers, and to
develop other maritime capabilities including reenotontrolled boats and divers
delivered by a mother ship in order to attack Iérsteips, especially tankers, in Israeli
harbors. Fatah’'s naval arm, established after tben Xippur war, was operationally
linked to its special reconnaissance and intelligeanit, lead by the head of Fatah’s
military wing, Abu Jihad. Fatah’s naval arm undemvéasic training, including dive
instruction in Algeria, Egypt, Libya, Syria and &atah’s training base at Duma,
Lebanon. While Fatah clearly favored conducting sedand operations, such as the
Savoy and the Coastal Road attacks, it also coeduttte murder of Israeli sailors
(Cyprus 85) and several suicide missions againaelispatrol boats (Lebanon 1989) and
at the Ashdod port (2004). Fatah announced on 4uh890 that the 1990 PLF operation
was utilizing the wrong technique “because every kmows that Israel has said its radar
lab can scan as far as Malta. From the technidal pbview, it was an act of madness.”

Palestinian Liberation Front (PLF) under Muhammad Zaidan (Abu Abbas) became one
of the most successful terrorist organizations gigimaritime terrorism tactics. Their
earliest attack was the maritime infiltration andrder of the Haran family (1979). PLF
is most well known for their 1985 hijacking of thialian cruise shipAchille Laura
During the hijacking, PLF terrorists murdered elgefewish American citizen Leon
Klinghoffer. In 1990, PLF attempted to raid the Peliv shoreline using six speedboats
launched from a mother ship. According to Abu Ahlibe preparation for this operation
had taken nearly three years and cost about thi®ndollars. The raiding party
underwent intensive training in Libya, includingetbse of rubber boats and speedboats;
they were trained in firing from ship to shore. AKassem was the commander of the
PLF naval forces during that time. On May 30, 1982y Palestinian terrorists from the
PLF attempted to attack a beach party by swimmivegKilometers from Jordan to Eilat.
One of the water-proof containers used in the dperdegan to leak in the water and
caused one of the men to drown with it. A seconadtaioer leaked and had to be cut
loose. The remaining two terrorists reached CoeddB where they killed an unarmed
Israeli security guard and attempted to massaameste, but were prevented by police
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and army troops. PLF signed the 1993 Oslo accandsofficially renounced terrorism
against Israel. According to the Oslo related Any@sogram, Abbas was permitted to
move back to Gaza in 1996 but moved to BaghdaddiD 2vhere he was arrested by
American Special forces in April 2003 for his inveient in theAchille Lauro
hijacking. Abbas died at age 56 while in U.S. cdgt(2004).

Palestinian Authority (PA) was established in 1993 under the Oslo agee&nand
quasi consists of the PLO. PA conducted primarilgritme smuggling operations of
weapons into the Gaza Strip. The best known exampfesuch operations are the
Santorini, Karine A and the Abu Hassan incidentsoider to facilitate the smuggling
operations, the PA collaborated with Hezbollah &¥lLP-GC. PA’'s main smuggling
coordinator was Adel Mughrabi, who worked closeiffmwPA Naval Police commander
Juma'a Ghali and his deputy Fathi Razem. Furthexnibe PA created a small but elite
Palestinian Naval Police Unit. Trained in divingdaimderwater sabotage, the unit is not
confined to maritime operations only. Most of theitis members once belonged to
Fatah’s naval unit. The Palestinian Naval Policé deployed some 600 officers in Gaza
and another 400 in the West Bank (as of 2004).

Popular Front for the Liberation of Palestine (PFLP) was founded under Dr. George
Habash as a Marxist-Leninist, secular Palestiniafionalist movement in 1967 and
joined the PLO in 1968. The PFLP vehemently opptisepeace process with Israel and
continues to advocates the use of violence agmrestl. PFLP under Dr. George Habash
recognized the value of the Israel’'s merchant shgpptating that Israel as an abandoned
island, surrounded by enemies, can only stay inacdnvith friendly sates by either air or
sea transportation ... “hence we must block theseslitff On October 1989, PFLP
conducted a maritime suicide attack against arelispatrol boat of the coast of Lebanon.

Popular Front for the Liberation of Palestine - Gereral Command (PFLP-GC) was
established in April 1968 by Ahmed Jabril. Througdecting the Oslo accords, the
PFLP-GC has remained largely pro-Syrian and an@P@Ohe group's operational
infrastructure is primarily located in Syria andblamon. It usually launches attacks from
Lebanon, including the first maritime suicide akt&t the Lebanese arena on August 25,
1988. During the second Intifada, the PFLP-GC Ielp®A to acquire weapons
(Santorini). One of Ahmed Jabril’'s sons, JihadilDikas according to the Sudi Al Watan
Newspaper (May 21, 2002), one of the most outstenéigures in the procurement of
arms, ammunition and explosives and their trarisfdyoat to the PA.

The Palestinian Islamic Jihad(P1J) was founded in the late 1970s by a grougdical

Palestinian activists living in Egypt. The groupli®eed that the Muslim Brotherhood
had become too moderate and had abandoned theifatecause. Inspired by the
Islamic Revolution in Iran (1979), the PIJ blend@lestinian nationalism, Sunni Islamic
fundamentalism, and Shi‘a revolutionary concept3. felieves in the annihilation of
Israel and liberation of all of Palestine. P1J remaaa relatively small organization with a
limited support base mainly in the West bank andasdhe PIJ conducted their first
maritime suicide attack of the coast of Gaza againsisraeli patrol boat on November

92 George Habash, Life interview at June 12, 1970
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23, 2002. The two suicide bombers came from aljBred Beit Hanoun, both in the
West Bank. On February 5, 2005, the Media Advisothie Prime Minister of Isra&|
reported that Israel’'s Security Agency (ISA) haccavered an attempt by the PI1J to
establish a maritime terrorism unit. According e treport, lyad Abd Issa Alouan, 24, a
resident of Khan Yunis and fisherman by professiwas recruited by a senior Islamic
Jihad terrorist known as Abu Islam. According téelmogation transcripts, Abu Islam
asked Alouan to purchase several life boats an@nsoFurthermore, Alouan was asked
to rent several safe houses in the northern Gaigaastd to purchase weapons from an
arms dealer. Abu Islam stated that PIJ had $500808% disposal to fund the new unit.

Hamas was created in 1987 by Sheikh Ahmed Yassin asokenti outgrowth of the
Muslim Brotherhood at the beginning of the firstifiada. The Muslim Brotherhood is a
Sunni, Islamist, and religious movement that oag@s in Egypt and seeks broad social,
moral, and political reforms based upon Islam. lagéAst 1988, Hamas released its
official charter in which Hamas is dedicated toatieg an Islamic state in the territory of
Palestine. Furthermore, according to Hamas' chatter land of Palestine has been
endowed to Islam, and it is therefore the dutylbfMaslims to liberate Palestine through
violent jihad. Hamas was elected in January 200thaggovernment of the Palestinian
people. Overthrowing the government, Hamas too& sohtrol of the Gaza strip in June
2007. Hamas' maritime capabilities are limited anty used when all land based terror
options are exhausted. For instance, followingabsgassination of Hamas' founder and
spiritual leader Sheik Ahmed Yassin on March 22)£2Qhe terrorist organization vowed
to take vengeance against Israel in graphic teusing the following days, several
terrorist attacks were foiled due to heightenedusgcmeasures in the Gaza strip. On
March 25, 2004, Hamas launched a maritime infitbratattempt at Tel Katifa at the
northern end of Gush Katif settlement block. Hamfers maritime infiltrations (shore
to land) over maritime suicide attacks and hasasmdt created a serious effort to create
a maritime unit. The only real success Hamas ea&peeid was on March 14, 2004, when
two suicide bombers succeeded to infiltrate Ashgaodt and killed 10 people and
wounded 18&". Both Hamas and Fatah claimed responsibilitytierattack.

Hezbollah, founded in 1982, is an umbrella organization afiaus radical Islamic
Shi'ite groups and organizations which receivesstutial financial and philosophical
support from Iran. While the majority of its opeoais take place on land, Hezbollah also
invested heavily in building maritime capabilitieblezbollah is assisted by Iran,
specifically the Revolutionary Guard®.Most of Hezbollah’s terrorist operations are
directed at Israel, its primary adversary. Itscsa however, can take place worldwide;
according to Singapore's security service, Hezhopotted to bomb American and
Israeli ships at dock in Singapore in the 1990s.atcomplish this mission, Hezbollah

% Prime Minister's Media Adviser, “Security forcescover Islamic Jihad maritime unit”, February 5020
http://www.mfa.gov.illMFA/Government/Communiquesf2@Security+forces+uncover+islamic+Jihad+m
aritime+uni.htm

% MFA, “Suicide Bombing at Ashdod Port”, March 1&Q2 at
http://www.mfa.gov.illMFA/MFAArchive/2000_2009/2008/Suicide+bombing+at+Ashdod+Port+14-
Mar-2004.htm

% Ali Nouri Zadeh, “Iranian officer: Hezbollah hasammando naval unit”, July 29, 2006 at
http://www.asharqgalawsat.com/english/news.asp?secti&id=5801
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operatives recruited five Singaporean Muslims teishswith surveillance and logistics
preparations. The plan was to load a dinghy withl@sives and ram it into a ship either
in the Singapore Straits or in Singapore’s harBdBince 1982, Hezbollah conducted
several maritime smuggling operations and alsoeseas coordinator for the PA’s effort
to smuggle arms into the Gaza Strip (Karine A, 20@Zcording to an Iranian news
report?” Hezbollah has a submarine unit and a navy commamdo that operates
Chinese-manufactured speedboats capable of taggbenisraeli navy. Moreover, during
the Second Lebanon War, Hezbollah succeeded inditie Israeli Saar-5 class corvette
Ahi Hanit, on Friday, July 17, 208&killing four sailors. The Lebanese used an Iranian
made radar-guided C 802 land-to-sea missile irattaek.

Al Qaeda (meaning “the base”) is a member of the largditrade of Islamic groups, the
World Islamic Front for Jihad against Jews and @dess. Al Qaeda movement was
founded in 1988 under the leadership of Osama Biteli® to function ideologically and
operationally at local, national, regional and glolevels.

Prior to 9/11, the leadership of Al Qaeda saw thegsion as the training of as many
operatives as possible and thus successfully gfdgneath the radar of most intelligence
agencies. However, Al Qaeda had to adapt to theggsabrought about by “Operation
Enduring Freedom” (October 2001) when allied forgathered to fight U. S. President
George Bush’s “Axis of Evil.” This offensive sucsédly destroyed Al Qaeda's training
bases, along with command and control headquaritersshat Dr. Rohan Gunaratna
described as the “terrorist Disneyland” of Afghaais°

Al Qaeda’s horizontal netwof¥ structure assured the continuation of what militan
Islam views as defensive ihad. Although some opmrak capabilities where lost, Osama
Bin Laden and his deputy, Ayman al-Zawabhiri, conéid to provide the ideological and
religious inspiration, while their followers andibte terrorist groups continued to carry
out the actual terror attacks. The result is tbday there are “many Al Qaedas rather
than the single Al Qaeda of the paf¥"These ad-hoc groups consist of like-minded
individuals, often Muslim converts, with no prianvolvement in terrorism. The new
trend of extremists with (petty) criminal recordsirig involved in terrorist attacks is
noteworthy: this was the case in the train bombingsladrid!®® These adversaries are
arguably more difficult to detect and to counter.

% Ms. Yael Shahar, ICT, “Hizballah planned to attatl. and Israeli Ships in Singapore”, June 9, 28102
http://ict.org.il/apage/14136.php
97 Ali Nouri Zadeh, “Iranian officer: Hezbollah hasammando naval unit”, July 29, 2006 at
http://www.asharqgalawsat.com/english/news.asp2secii&id=5801
% |DF, “Summary of attack on IDF missile ship”, JU§, 2006 at
http://www1.idf.il/DOVER/site/mainpage.asp?clr=1&8N&id=7&docid=54402 and
Debka File, “Hizbollah Brings out Iranian Silkwortm Hit Israel Navy Corvette”, July 15, 2006
http://www.debka.com/article.php?aid=1184
% Rohan Gunaratna, “Inside Al Qaeda: Global NetwafrKerror”, Hurst & Co., 2002 and “The Rise and
1Dooecline of Al Qaeda”, http://www.9-11commission.dowarings/hearing3/witness_gunaratna.htm

Ibid
101Bruce Hoffman, “Al Qaeda and the terrorist thteday
192 Bruce Hoffman, “The Changing Face of Al Qaeda #edGlobal War on Terrorism”
103BBC, The New Al-Qaeda: the Madrid attack
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Al Qaeda’s core ideology is the notion of globddail against “apostate” Muslim
rulers, the Crusaders and Zionists, such as thednits allies® Their jihad will come
to fruition with the formation of a pan-Islamic @dlate. Bin Laden argued that jihad, as
a divine command, is an individual responsibilitgumbent upon every Muslim; “It is
no secret that warding off the American enemy ésttp duty after faith and that nothing
should take priority over it*°

Al Qaeda, unlike traditional separatist-irredentistrorist groups (like the PIRA),
does not want to become part of today’s internafi@political) system: rather, it seeks to
replace it entirely. Al Qaeda sees this struggleasoone of weeks or months, or even
years, but of decades. Therefore, its ideologybisolutist and non-negotiable. This
reduces the possibility of finding a political stiduin to nearly zero. Al Qaeda’s fatwa
(trans.: religious opinions) call for total war,rpgtting the use of chemical, biological,
radiological or nuclear agents against their ensfffe

The mastermind of maritime terrorist operations AbrQaeda (until his capture in
Aden in November 2002) was Abdul al-Rahim al-Nasbitherwise known as the Prince
of the Sea. According to Michael Richardson, atwigi Senior Research Fellow at the
Institutl%onr Southeast Asian Studies, Singapo&ashiri based his operation on four
pillars:

- using a zodiak speed boat packed with explosivartowarships or other ships;
- using medium sized boats as bombs to be blown apshi@s or ports;

- using airplanes to ram boats; and

- having underwater demolition teams.

Until his capture in Aden on November 2002, al-Nagteveloped plans to attack
U.S. warships in the Strait of Hormuz and Gibraltarbomb the fifth fleet headquarters
in Bahrain, and tarash a small aircraft into the bridge of an allexdyy vessel docked in the
U.A.E.’s Port Rashid. Due to his involvement in td&S Cole bombing, al-Nashiri was
convicted in absentia and sentenced to death byraeWi court. Al-Nashiri is currently
detained by the U.S. @&uantanamo Bay, Cub&’

Al Qaeda’s first successful maritime attack ocatirom October 12, 2000 when the
USS Colgan Arleigh Burke class destroyer, was attacked Isynall craft loaded with
270 kg of C-4 explosives while making a routinalrstop in the port of Aden, Yemen.
Steered by two Saudi suicide terrorists, Hassakhaimri and Ibrahim al-Thawar, the

104Rohan Gunaratna, “Inside Al Qaeda: Global NetwafrKerror”, Hurst & Co., 2002 and “The Rise and
Decline of Al Qaeda”, http://www.9-11commission.doearings/hearing3/witness_gunaratna.htm
122 Zawahiri "Knights Under the Prophet's Banner" 2001

Ibid
107 Michael Richardson, “A Time Bomb for Global Tradéaritime-related Terrorism in an Age of
Weapons of Mass Destruction”, 2004
198 Office of the Director of National IntelligenceBibgraphies of High Value Terrorist Detainees
Transferred to the US Naval Base at Guantanamo Bagtember 6, 2006 at
http://www.dni.gov/announcements/content/DetainegBiphies.pdf
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small craft exploded alongside the USS Cole 47 temafter the refueling was initiated,
killing 17 U. S. servicemen and injuring 37 mof&The attack caused $250 million in
damage to the warship taking 14 months to repp&ir.

As a fast-learning terrorist organization, Al Qaedas able to exploit the
vulnerabilities of its adversaries (a stationarypshith a lax crew) while learning from its
mistakes USS Sullivaph The example with th&JSS Colehas shown that a terrorist
organization can, with even relatively minisculending of $40,000, create damages
costing in the hundreds of millions of dollars. Mover, the attacks showed that
maritime attacks could take place from land to gethe port area, or near it.

Since the time spent out on sea for the duratioa wfaritime terror attack is only a
few minutes, it makes it nearly impossible for rtiaré security services to successfully
prevent an attack. Thus, the logical starting pwmingreventing future maritime attacks, as
Dr. Rohan Gunaratna stated, is to disrupt the ristranfrastructure on land where an
identified terrorist can be much more effectivelygeted by security services. The failure
to detect the planning and preparations of a maeitterrorism attack will lead to an
attack attempt by that terrorist organizatioh.

VII. What are the risks in Israel today?
A. Weaknesses — Ports

Ports are one of the major security weaknessdseimiaritime transport arena. They
were constructed to be widely accessible by land s®a in order to facilitate an
increasing amount of materials moving through theiheir infrastructures are often
interlined with that of the neighboring cities. Tihkazardous storage facilities were built
according to a cost benefit analysis, not accordiingecurity considerations. Moreover,
thousands of workers and seamen stream daily imeent Israeli ports have yet to
implement a secure biometric security system. Adicgr to the ISS, Palestinian terrorist
organizations have produced fake port identificatmards. Given the daily security
threats Israel’s ports try to minimize the danggrebtablishing fences that surround the
port and operating cameras along the fence. Thensixe size of current mega-ports,
however, precludes a 100 percent closed and seoui@nment.

For example, the Ashdod port screens all incomorgainers, and hence, it is viewed
by many as the world’s safest harbor. Neverthelassylarch 14, 2004, two 18-year-old
Palestinians hid behind a false wall in a 15-metartainer and succeeded in infiltrating
the Israeli Port of Ashdott? The subsequent terror attack killed 10 port waskés the

199 yemen Gateway, Attack on the USS Cole http://wvialvab.com/yemen/colel.htm

110yss Cole Bombing, http://www.globalsecurity.orgfsgty/profiles/uss_cole_bombing.htm

11 Dr, Rohan Gunaratna, “The Threat to the Maritinwriain: How Real Is the Terrorist Threat?” at
http://www.nwc.navy.mil/nsdm/Rugerpapers.htm

12 Suicide bombing in Ashdod Port, at

http://www.mfa.gov.il/MFA/MFAArchive/2000_2009/2008/Suicide%20bombing%20at%20Ashdod%20

Port%2014-Mar-2004
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incident pointed out, the human eye behind the neldgy can sometimes miss an
important detail. Moreover, attacks on ports catabnached against a ship or port facility
from either the sea, underwater, from land or ftbmair. As ports are essential links in
the supply chain, the disruption of one port coglad to additional economic costs as
shippers have to make alternative arrangements.

B. Weaknesses - Containers

Another weakness in the maritime trade is the doeta in which goods are
transported. In 2006, 15 million containers wereimg 230 million journeys** With an
average of a five percent inspection rate worldwictentainers can easily be used to
smuggle illegal goods, human beings or weapons prolglem is that port workers can’t
see the contents of a container, or properly assedsthe container seal is intact.
Furthermore, a sealed container has no guarantee sdfe inspection because seal
mechanisms are vulnerable to manipulation. Theeefmntainers are often viewed as the
most vulnerable link in the maritime trade transpsystem. Israel’s port handled,
according to the Ministry of Transport in 2006, a52million containers**

The fear that terrorists could exploit the contaiggstem first came to fruition on
October 18, 2001 when port authorities in thedtalport of Gioia Taurd® discovered a
stowaway within a shipping container. The contaweas complete with a bed, heater,
toilet facilities and water. Mr. Ami Segal, the pemt head of the Israeli Customs
Authority, disclosed on June 24, 2007 that a secagreement had been signed between
the Israeli Customs Authority and the Jordaniant@us which will enable electronic
seals to be applied on containers moving from Joxda Israel to the U.S. According to
Segal, Jordanian security officers will check tloatainers prior and during the loading
stage and will apply an electronic seal which witlable the tracking and tracing of the
container while on route to Haifa port. With thisasure, Israel hopes to increase the
security of containers passing through its teryitor

In recent years, however, the focus shifted tow#ndsuse of a container as delivery
vehicles for weapons of mass destruction. The ¥ezs fuelled by Al Qaeda’s fatwa
(2003) to use WMD against the enemies of Islam, lapdhe surfacing of plans to
acquire CBRN weapons. The latest attempt was th#l @aeda of the Two Rivers
trying to use CBRN in order to strike the Jordanragal family and the Jordanian
intelligence headquarters in 2004. According taddoran intelligence, the attack could
have caused as many as 80,000 Héahd as many as 150,000 injured. As Al Qaeda’s
plan for 2004 provided for two vehicle-borne sugidttacks, it is imaginable that Al
Qaeda could use the container, loaded on a mershgntas a delivery system to attack
port or costal cities.

13 United Nations Conference on Trade and Developrment
http://www.unctad.org/en/docs//rmt2006_en.pdf

114 |sraeli Ministry of transport at http://www.motgi/wps/pdf/SHIPPING/EmptyFullContainers2007.pdf

15 Sue M. Cobb, at http:/kingston.usembassy.gov/0828m|

18 Global Defense Review http://www.global-defencent2006/Weapons/article.php?id=581
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C. Weaknesses — Energy Security

Israel Electric Corporation Eshkol is operating tay offshore gas rig in Israel
territorial waters off the coast of Ashkelon. Deeits geographical location, the gas rig
lies within striking distance of terrorist orgarnimas located in Gaza and thus requires
special protection. Israel is currently conductinggnsive negotiations with British Gas,
which holds rights to a natural gas field that Wasovered off the coast of Gaza in order
to build further gas rigs.

Moreover, several of Israel’'s most important poplants are located on the shore of
the Mediterranean. Among them are power plants @ghhe one located south of
Ashkelon, Tel Aviv and Hadera. Building on the shor order to facilitate the process of
supplying the power plants with much needed fuek fiecomes a security obstacle.
Located 2.1 nautical miles from the Gaza Strip, kedbn’s power plant is the most
endangered as terrorists in a speedboat would ree#g about 10 minutes to cover the
distance.

D. Weaknesses — Vessels

Merchant vessels, as with pleasure vessels, cae,ser principal, in four ways to
facilitate a maritime terrorist attack:

The vessel can be used as a weapon against a poftshore facilities and
other maritime vessels Previous maritime terrorist attacks by Palestigia
and Al Qaeda, such as the attack on April 1988ragjain Israeli patrol boat in
Lebanese waters or tHdSS Coleand MV Limburg tended to use small
explosive loaded boats to attack their target. dltfh it seems likely that
terrorist organizations will continue on this pdile to a positive cost / benefit
analysis, maritime security experts tend to viewgrawing threat in the
possible use of a Liquefied Natural Gas (LNG) tantkeattack port cities.
Experts such as former National Security Advisachard A. Clarke and the
2004 Institute for the Analysis of Global SecuritGS) study*’ found that
LNG is an easily explosive material: “a similaragit to the USS Cole in 2000
could cause at least half a cargo hold's worth&Lio seep out of the ship
and ignite... in just over three minutes, the firailldospread two-thirds of a
mile from the ship**® Nevertheless, the Federal Energy Regulation Aitthor
(FERC) stated that LNG in its liquid (transporthatst is not explosive.
According to FERC, when LNG becomes a gas it is exgilosive if it is
unconfined (which would be the case in a terroatihck on a vessel in
transit)*® Moreover, due to the dangerous nature of its gaxtay's LNG

117 Study: LNG - Not in my backyard, http://www.gagrg/n0121041.htm

118 {|h;
Ibid

19 Natural gas is only flammable within a narrow ramg concentrations in the air (5% to 15%). Less ai
does not contain enough oxygen to sustainnaeflavhile more air dilutes the gas too much foo it
ignite. Source FERC http://www.ferc.gov/forizéns/citizen-guides/Ing.asp
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tankers have a robust cargo security system ireplaaring the Iran-lraq war
in October 1984, an LNG cargo vessel took a dingdby an Exocet anti-ship
missile. According to a Distrigas spokeswoman,ghip did not explode and
the crew was able to contain the fif@ As Israel currently does not have any
LNG terminals, the threat is low. However, as tivstftender for such a
terminal is proposed for the end of 2067)srael should carefully consider
the threats posed by LNG and implement necessatyisemeasures.

In addition to the perceived danger through LNG BR& carriers, maritime
security experts also focus on certain extremebafrdous bulk shipments,
such as atomic waste or ammonium nitrate. Therlettesed worldwide as an
agricultural fertilizer. However, mixed with fuelilo ammonium nitrate

becomes a powerful explosive treasured both by centiad demolition teams
as well as terrorists. Being easy to handle ancelyidvailable, ammonium
nitrate has been used in terrorist attacks acresglbbe, from the first World
Trade Center truck bombing (1993) to those in Okhad City (1995),

Nairobi (1998), Bali (2002) and Istanbul (2003).e0of the worst disasters
involving two ships carrying ammonium nitrate oaear in Texas City on
April 16-17, 1947. The incident occurred after lwad 2,300 tons of

ammonium nitrate into the French bulk carrier Gramp. The explosion
created a five-meter tidal wave while the blast evalestroyed most of the
town of 15,000 residents. Five hundred and sixgy#epeople were counted
dead, and the economic damages ranged into therddsmaf millions of

dollars.

With the hardening of military vessels and thetsge shift towards mass
transportation systems, cruse ships have incrdgsattgacted the attention of
terrorists. Besides being highly iconic, Al Qaedsadrs the possibility to find
up to 5,000 (Queen Mary Il) targets in a small, fowd spacé?’ The
preferred method of an attack would either be biggrong the food or using
speed-boats laden with explosives to ram the crelgp. Moreover, an
important consideration is the increased probatifiait the victims will be of
Judeo-Christian (the primary target off the iihagkrda), without risking
wider Muslim interests?®* An example of this directive toward cruise ships
occurred in August 2005. Al Qaeda operative anib8ynational Lu’ai Sakra
was arrested for planning to attack Israeli cr@bgs while visiting Turkey
with explosive laden speedboats.

A “mother ship” can be used to launch an attack usig either small
explosive loaded boats or a different weapons syste Al-Nashiri planned
to use a mother ship in order to attack targetgha Strait of Hormuz.

120\Who's Afraid of LNG? http://www.greenfutures.orgifects/LNG/LNG1-4-04.html

121 Haaretz, “Israel eyes liquefied natural gas tendeliversify energy supply”, June 6, 2007 at
http://www.haaretz.com/hasen/spages/867396.html

122 Rand, “ Maritime Terrorism — Risk and Liability?006

12 Rand, “ Maritime Terrorism — Risk and Liability?006
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Previously, this tactic was used by several otheupgs, such as the LTTE and
the different Palestinian groups. The majority o€ls attacks that took place
in Israel happened in the 1970s. An example of ttacla launched from a
mother ship was on the Tel Aviv Savoy Hotel by Ratem March 5, 1975.
Taking the hotel guests hostages, the eight tstsodemanded the release of
11 terrorists, including the terrorist leader Hifan Qapuzhi. Storming the
building, the IDF (Israel Defense Force) succeentefteeing three of the
hostages while eight were killed by the terrorigtsllowing the Savoy attack,
Israel security officials had to rethink their niemie defense strategy to
counter the increasing threat of maritime terrorisoch as launching rockets
from ships outside the national waters (less thamdutical miles) against a
major Israeli city.

The vessel can be sunk in a narrow chokepoint in der to disrupt
infrastructure. Global and interdependent trade follows the shbdea way
often passing narrow and shallow waterways calleakepoints in order to
get their merchandise from “point A” to “point B”. Six of the nine
chokepoints in the world are located in geographm@as where local
terrorist groups with ties to Al Qaeda possess tmai capabilities. A
successful closure of one or two of these straisigh sinking for instance a
VLCC tanker (Very Large Crude Carrier) or Oil tank& would not only
partially cut Israel off the world market but alismrease the overall shipping
costs thought the increase of insurance fees wathand the rerouting to
saver but more time consuming shipping routs thghtrinclude the transport
over land. Therefore, Israel’'s consumer ultimat@puld have to bare
increasing prices for all imported goods. The sesfié closure, for example,
of the Malacca Strait by attacking and sinking aC\@ tanker and thereby
disrupting the sea-lane could stop all traffic tigb this specific chokepoint.
Using the Lombok strait would increase the aveiageel time by four days,
which would increase by an additional seven dayeevitenecessary to sail
around Indonesia altogether. Taking into accouat #n average day of a
larger container ship costs up to $ 125,000, thenewmic burden of the
closure of the Malacca Strait would be between FBEID — $875,000 per

ship!®

Ships can be used to either smuggle weapons / tetigi operatives into
another country or to launder illicit funds for the terrorist organization.
The ability to freely transport personnel and/orap@ns around the world is
one of the most important factors for internatiotatorists. Palestinian and
Lebanese terrorist groups used the maritime trategmn system for decades

124 Militants from the Popular Front for the Liberatiof Palestine (PFLP) carried out an assault on the
Liberian-registered oil tanker Coral Sea in theafbtof Bab el Mandeb on June 4, 1971. Terroristsaon
speedboat fired 10 RPG shells at the tanker, cgussime damage. The attack was intended to detiezrsan
from using the Israeli port of Eilat. MIPT at httfseww.tkb.org/Incident.jsp?inclD=704

125 Ellis, Eric “Singapore’s New Straits: Piracythe High Seas in on the Rise in South-East Asia.”
Fortune Magazine
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to smuggle weapons, technology and personnel. MereoAl Qaeda,
according to a Norwegian Intelligence source, pessea “phantom fleet” of
23 ships-*® The ships were used to smuggle explosives to KengaBali in
preparation for the attacks in 1998 and 2002. I$ w0 used to smuggle
terrorist operatives into foreign countries (Eurppen example was the case
of the Twillinger, a Nova freighter that transparteight Pakistanis, traveling
with false identification and large sums of money, February 2001.
Ostensively, the purpose was to provide a steanly @f funds by transporting
either legal goods or engaging in criminal actesti such as drug smuggling
and human trafficking. Flags of convenience weigially created to avoid
heavy taxes and stringent inspections which migitt allow the vessel to
operate. Today the flag has become the best foétetrorist organizations as
it allows them / the boat owner to hide behind # afesecrecy.

VIl. Response
A. International Response

In response to the 9/11 attacks, the IMO and tt& Weveloped several programs to
counter the threat of maritime terrorism. A briafrenary of their objectives follow. The
Conference on Maritime Security adopted the Intgonal Ship and Port Facility
Security Code (ISPS Code) in 2002 but it was imgleted on July 1, 2004. The ISPS
Code was an amendment to the 1974 Safety of Lifgeat (SOLAS) Convention. The
ISPS outlines the minimum security procedures #tlaships and ports must meet to
improve overall maritime security. In case a cer&hip does not fulfill the requirements
as stated in the ISPS Code, it can be turned awathd relevant authorities in the
destination country. The ISPS Code in general balbsessels of the “SOLAS” class
(ships above 500 tones and passengers) vesselsyeumn international voyages to:

install an automatic identification system (AlSathwill provide authorities with

the ship’s identity, position, course and speedldd will provide the last harbor
visited by the ship;

display the unique ship identification number (S either the ship’s hull or
superstructure;

install a ship security alert system; and

create a ship security plan and maintain a secofiityer on board.

The downside is that these requirements are onSSOLAS” class ships. Therefore,
it doesn’t apply to warships, government vesseédhirig vessels and ships smaller than
500 tons. Moreover, a high percentage of thesessrg found in maritime terror plagued
areas, such as South East Asia and the Persian Gulf

126.s., International Authorities Track TerroristiSfing Assets, Activities
http://www.amo-union.org/newspaper/MorgueZ232/Sections/News/terrorist.htm
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The ISPS code by the IMO imposes significant add#l costs to ship owners. This
high cost penalty is particularly acute for smadissels. Ship owners in developing
countries cannot comply and compete in the glokaket. In addition, the ISPS code is
seen as a U.S. code responsible for national porship security, presenting difficulties
to other nations involved. Officials of many deyalny countries consider the ISPS code
as a measure to counter maritime terrorism andigeosecurity to the West. Their
financial priority, however, is with their own ecamic development.

The Container Security Initiative (CSI), introducéad 2002, is a U.S. initiative
involving a series of bilateral accords that alltov the forward deployment of U.S.
Customs and Border Protection (CBP) officers. Thkity is to identify and inspect
suspicious containers before they are placed oseleslestined for the United States in
order to extend the zone of security outward sb Almaerican borders are the last line of
defense, not the first’ Moreover, with the establishment of the C-TPATu$®ms-
Trade Partnership against Terrorism) CBP recogritzsonly through close cooperation
with the ultimate owners of the international sypghain, such as importers and carriers,
can it increase cargo security. International ingrgrcan expedite the processing of their
cargo while complying with the rules of the CBP.

Countries that do not implement CSI procedures hgllat a disadvantage because
their cargo will be subjected to extensive exanamatisrael’s two main ports of Ashdod
and Haifa are part of the CSI. To date, more th&®@D companies have agreed to
participate in C-TPAT?® Nevertheless, the governments of several countgesain
skeptical. They consider the underlying purposéestending of the zone of security
outward” as a method to shift the terrorist thieaty from the U.S.

Lastly, the Proliferation Security Initiative (PSlas announced by President Bush in
May 31, 2003. It aims to combat the proliferatidnweapons of mass destruction by
sanctioning the right to stop, board, and, if neagg seize a vessel on the high seas if it
is suspected of smuggling CBRN materigfsCurrently, 15 countries have joined the
PSI, with major region gaps in membership. For gdamSingapore is the only member
country from Southeast Asia. Another major weakridghie PSI is its limited authority
under international law. Thus, at present, warslegns only halt ships in international
waters when they have the consent of the stater wvttese flag the ship is sailing.

127 Statement of Mr. Jayson P. Ahern, http://judicisenate.gov/testimony.cfm?id=856&wit_id=2514
CSl in Brief at http://www.cbp.gov/xp/cgov/bed security/international_activities/csi/csi_in dfrkml

128 C_TPAT http://www.cbp.gov/xp/cgov/import/commericianforcement/ctpat/ctpat_fag.xml

129 gtate, http://usinfo.state.gov/products/pubsifenaltion/
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B. NATO Operation Active Endeavour

Operation Active Endeavotif (AE) is a NATO maritime operation in the Eastern
Mediterranean as part of an international campaigainst terrorism. The operation is
one of the measures resulting from NATO's decidmrimplement Article 5 of the
Washington Treaty. Operation Active Endeavour sthrOctober 26, 2001 and was
extended in March 2004. It now covers the wholthefMediterranean Sea, including the
Strait of Gibraltar. This was confirmed in the NoAtlantic Council on March 16, 2004.
The operation in the Strait of Gibraltar includest@ting non-military ships. Until its
suspension in May 2004, NATO forces escorted 488ghrough the Strait of Gibraltar.
The surveillance operation utilizes ships, airceaitl submarines to build a picture of
maritime activity in the operational area. Since tieginning of the operation, nearly
79,000 merchant vessels have been monitored. M@&sUdspicious ships were boarded
in accordance with international law. On June 2804 the Alliance at the NATO
Summit in Istanbul, decided to enhance OperatioriivAcEndeavour by inviting
Mediterranean Dialogue countries to participatec8ithe beginning of October 2006,
Israel exchanged letters with NATO setting the etdgr Israel’'s contribution to
Operation Active Endeavour. This process was oabemtly concluded successfdfly
(June 6, 2007) with the signing of a Tactical Meamamtum of Understanding (TMOU).
This TMOU will establish effective co-operation Wween NATO and the Israeli Navy, in
particular the exchange of data relating to masgtsiuational awareness and the posting
of a high-ranking Israeli naval officer with thentaof Lt.Col. to the headquarters of
Operation Active Endeavour, in Naples.

C. Israeli Response

Having experienced decades of maritime terroristacks, Israel developed a
comprehensive coastal defense system based omtidtry and civilian aspects. It is
the interaction between both parts that guararseesess.

Coastal Defenseas mainly the Israeli Navy's responsibility. Thesk is to protect
Israel’'s coast, its sovereignty at sea and to enssr vital shipping. It consists of
intelligence gathering by Israel’s intelligence\seges, patrols outside Israeli territorial
waters, coastal radar defense shields, the edtai#ist of maritime security areas and
force protection progrants?

130 NATO, “Operation Active Endeavour”, at

http://www.afsouth.nato.int/JFCN_ Operations/Actineleavour/Endeavour.htm and
NATO, “NATO Israel sign an agreement to support @ten Active Endeavour “
http://www.afsouth.nato.int/organization/CC_MAR_Neg/PressReleases/CC-
MAR/pressreleases07/PR_12_07.htm

131 NATO, “NATO lIsrael sign an agreement to suppore€ytion Active Endeavour “
http://www.afsouth.nato.int/organization/CC_MAR_Neg/PressReleases/CC-
MAR/pressreleases07/PR_12_07.htm

132 Based on interviews by the author with formeré$rallavy Commanders, December 2006
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The first protection stage consists of intelligengathered by the various Israeli
intelligence services and the Foreign Ministry.aédralso relies on land-based aerial
reconnaissance patrols (Shahaf Maritime Aircrafity patrols conducted by Israeli naval
ships (Sa’ar 4-5), in order to secure a maritinteasional awareness of its western
border. While the outer border of these controlseisat 100 nautical miles off the Israeli
Coast, the lateral borders are specified by thtdgal waters and air traffic regulations
of each neighboring countfy® On closer range (up to 32 nautical miles) ninadbr
radar station's” situated along the coast from Rosh Hanikra innieth to Erez near the
Gaza Strip, provide the Central Command Center)(@diough its three local command
centers Haifa, Ashdod and the Red Sea Region, avitbmplete picture of all maritime
movements. Furthermore, these regional commanersecén direct up to eleven coastal
patrol boats (Mediterranean coastline), in orderntercept suspicious ships / floating
objects. Following the withdrawal of the IDF fordesm the Gaza Strip in August 2005,
Israel’s navy found itself replacing its physicalrbers and reconnaissance posts, such as
Tel Ridan in Gaza, with technical sensors nearbitveler with the Gaza Strip. These
technical sensors consist of infiltration deteatisensors such as the Long Range
Reconnaissance and Observation System (LORROS$)ayutlbit which teamed up with
IAl's subsidiary Elta System’s EL/M-2226 coastahillance radar systehi> EL/M-
2226 is designed to detect patrol boats at rangeée 82 nautical miles and rubber boats
at ranges greater then 10 nautical miles, in wapet® 5 ft. It can also detect submarine
periscopes or even small airborne targets. El/M622able to track more than 200
targets at the same tim&. Mounted atop 820ft.-high smokestacks at the nearby
Ashkelon power station, the dual system providesaiberator with a deep view into the
Gaza Strip. Moreover, as part of Israel’s effortéduce spending, the Israeli Navy will
replace part of its manned coastal surveillancgosis with unmanned radar stations by
2008. Unmanned radar stations, stationed on higitaga points far from population
centers along the coadt can be more powerful and therefore provide grezieerage
and resolution. While the Israeli navy gave contfoMAZ L to the PA, it retains control
over both security zones MAZ M and K and will bdeato enter zone L at wiff®
Furthermore, according to news repdftsthe IDF is building an anti-terror barrier off
the Gaza Coast, which is aimed at thwarting Paliestiterrorists swimming up to the
Israeli coast and stopping ships up to 50 knote. Gdurier, according to the reports, will
consist of cement pilings burrowed into the sanoydm, in the first 150 meters. Beyond
that, the barrier will extend for a further 800 erst in the form of a 1.8-meter-deep
fence floating beneath the surface. On the northerder with Lebanon, off the coast of
Rosh Hanikra, there are seven linked buoys reacbingt, 200 meters from the coast.

133Based on an interview by the author with Shlomt&@p CEO of an Israeli maritime security firm, June
2007

% 1bid

135B.C Kessner, “Blue Revolution”, Defense Technoldmjernational, November/December 2005, page
20-24

136 Elta System, EL/M-2226 - ACSR - Advanced Coastab8illance Radar, at
http://www.iai.co.il/ELTA.aspx?doclD=26578&Folder#33790&lang=en&res=0&pos=0

137 Radar waves have proven to increase the caneer rat

138 Based on interviews by the author with formeré$irllavy Commanders, December 2006

139 Robin Hughes and Richard Scott, “Israel Navy bo@siga anti-terror defences”, Janes’s Navy
International, March 01, 2006
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The buoys were initially intended to demarcate tdreitorial waters with Lebanon, but
they were later used to embed sensors helpingaba station at Rosh Hanikra to detect
intrusion. In order to safeguard sensitive areashsas the northern and southern
Mediterranean border, Israel has declared thasécarity zones are closed to civilians.
These security zones are monitored intruder deteaystems, such as the Cedar and
Spider systems of Controp Precision Technolof®©n the Lebanese border, these
security zones reach deep into Lebanese territaigaérs:** The areas in question are
updated annually by the Israeli Ministry of Trangption. Additional safeguards in force
are the military escorts which each foreign nawedsel heading for Haifa receives. The
vessel is met six nautical miles off the coast bylsxaeli patrol boat and then escorted
until its final mooring spot. The harbors themsshaee secured by human lookouts, for
example the Haifa port employs three such instafiatto safeguard the harbdf.Upon
entering the port, some of the vessels are exantyedivers for dangerous materials
attached to their hulls. In order to increase tkeusty of Israeli ports, the Navy
established a special unit in November 2005, Sni&piy, which will protect the Haifa,
Ashdod and Eilat ports. Besides port security,uh#g's main tasks are the prevention of
terrorists' infiltration into Israel, using smallo&ts or swimming and diving, the
inspection of suspicious ships entering Israelritral waters and assisting law
enforcement authorities. The Snapir unit will useB Tzir'a (Hornet) vessels, which are
designed to sail in shallow waters and are capabipeeds of 45 knots. According to
Navy commander Maj. Gen. Ben Ba’ashat, the unit kel made up entirely of female
fighters as, “unlike other naval units, the newtwoes not require soldiers to sleep on
board the ships and therefore female soldiers atleswited for the positiort*®

On the civilian side (merchant shipping), according to the Israeli Idini of
Transportation, Israel does not rely only on séguegulations as defined in the IMO,
which must be provided before crossing the 100icalutile barrier off the Israeli coast,
but being mindful about improving their security asares, they have established several
additional security measures. A ship heading towasdael will initially be questioned
once radar contact has been established. Shipsngetdisrael, however, must file a
“Notice of Arrival” 48 hours earlier with the Isradlinistry of Transportation, thus
giving lIsrael’s intelligence, customs and merchamarine unit time to investigate the
registrations and cargo. 25 nautical miles front,gbe vessel must state its position and
the Captain will be questioned again upon entelsngeli territorial waters. If necessary,
the ship will be identified by a nearby patrol hoatl maritime vessels approaching
Israeli ports have to use one of three shippingidmrs which lead either to Haifa,
Hadera and Ashdod / Ashkeldff.While on approach, merchant ships are not allowed
exceed 12 knots and yachts 15 knots. Furthermbeelstaeli Navy cooperates with the
Israel Police, Customs Authority, Bomb Squad and Ministry of Transportation

140 Alon Ben-David, “Israel Navy deploys Spider deteatsystem”, JNI, January 18, 2005
11 Annex II

142 Based on interviews by the author with formeré$irllavy Commanders, December 2006
143 Goel Bano, Female fighters to protect ports”, Ydanuary 15, 2006 at
http://lwww.ynetnews.com/articles/0,7340,L-320048mdm|

144|srael’s Ministry of Transportation, Notice to Ntaers, No 2/ 2007”
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Inspection Unit, in order to conduct security checok vessels approaching and entering
Israeli ports.

VIIIl. Conclusion

A terrorist attack on Israel's maritime interesdsai credible scenario among the
general terrorist threat contingencies facing Isiaeael is not only highly dependent on
maritime trade, but is also part of a region whergorist groups possess maritime
capabilities. Moreover, having continuously imprdviheir maritime capabilities and
tactics over the past decades, these groups havenstinat they are able to penetrate
Israel's coastal weak links. Targets could be ifledtby these groups, as Ashkelon's
power station, Eshkol's gas rig, coastal defensz$oand Israeli cruise ships. Attacks on
any of Israel's ports could cause serious econdisraption and loss of life, as all ports
are located near major population centers. Whileels in general has adapted
successfully to existing maritime threats, it hamsast never been able to foresee future
modi operandi. However, as maritime targets areldrato attack than most onshore
targets, terrorist organizations will continue teefpr attacking those while maritime
smuggling operations will continue. While the efisitment of better interconnected
command and control centers, and the use of unramaeeial and maritime UAVsS will
allow Israel to decrease its reaction time on thmé front, on the international front
Israel's maritime assets are still wide open. i@gonal counter-measures such as the
ISPS code and U.S. initiatives like the ContainexcuBity Initiatives (CSIl) and
Proliferation Security Initiative (PSI) can only begarded as the first step in order to
close this Achilles' heel.
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VIIII. Appendices

Appendix I: Maritime Activity Zones (MAZ) according to the Gaza-Jericho
Agreement (May 4, 1994)
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Appendix II: Maritime Security Zones (May 18, 2006)
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Appendix III: Shipping Corridors for Ships approaching or leaving Israel NO. 2/
2007
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